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1. Introduction

For the purpose of centralized user provisioning FLEXCUBE is qualified with Oracle Identity Manager -
Oracle® Fusion Middleware 11g Release 2 (11.1.2.3.0). This feature is available in FLEXCUBE since the
release FCUBS V.UM 10.1.0.0.0.0.0.

Scope

This document provides an understanding as to how centralized provisioning through OIM can be
enabled for FCUBS.

In addition to providing a background to the various components of the deployment, this document
provides detailed steps as to how to install the various FCUBS components required for the integration
with OIM configuration in FCUBS and Oracle Identity Manager to enable centralized provisioning.

Introduction to Oracle Identity Manager

Oracle Identity Manager is an identity management product that automates user provisioning, identity
administration, and password management, integrated in a comprehensive workflow engine. It enables
organizations to reduce Information Technology (IT) administration costs and improve security. Oracle
identity manager achieves this by providing a centralized control mechanism to manage the entire life
cycle of user identities and entitlements and to control user access to across all resources in the
organization.

Advantage
Integrating FCUBS with Oracle identity Manager provides capability for managing the entire life cycle of

FCUBS user identities through a centralized point provided by OIM in both scenario- FCUBS without
single sign on and FCUBS with single sign on.
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2. Requirements / Problem Statement

The requirement is to integrate FCUBS with Oracle Identity Manager for FCUBS user provisioning and
de-provisioning services with and without FCUBS single sign on.
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3.1 Software Required

Oracle® Fusion Middleware 11g Release 2 (11.1.2.3.0)

3. Prerequisites

Refer Oracle Identity Manager Document for Installation and configuration of Oracle Identity Manager.

e e T B S

Oracle Identity and Access Management Configuration - Step 5 of 8 =0

OIM Server

Welcome

Components to Configure

Database

WeblLogic Admin Server

OIM Server

Configuration Summary

[«]

[1»]

l

Help |

FUSION MIDDLEWARE

OIM Administrator Password:

Confirm Password:

OIM HTTP URL:

OIM External FrontEnd URL:

KeyStore Password:

Confirm KeyStore Password:

[] Enable OIM for Suite integration

—

e

|

Frasaassa

Ihttp://ofss220607,in.0racle.com:14000 I

Provide the keystore password. Valid passwords should be 6 to 30 characters |~
long. Must begin with an alphabetic character and should include atleast one
numeric value. Any of these special characters underscore (), dollar ($),

tilde(~), at{@), hyphend-), plus{(+), colon(), forward slash(/), curly braces{},
square brackets{[]), and(&), question mark®), dot{), asterisk{™) or pound &)

| <Back || Next > |

I Cancel |

Note *: To get the Keystore Password in the above screen while configuring OIM Console, you should
have only Weblogic Admin Server, OIM Server and SOA Server in this OIM Domain. Based on that the
below keystore will be created with store password

<Domain_home>/config/fmwconfig/default-keystore.

e Oracle Internet Directory Connector 11.1.1.6.0

o Refer the below sections:
> Installation of Oracle Internet Directory Connector (Section 2.2.1.1, 2.2.1.2 & 2.3.1.1)

> Connector by default will be available with Oracle Identity and Access Management

Suite.

The

path will be as follows :

<Oracle_Middleware>/<OIM_HOME>/connector/oid

For example:

Linux: /app/oracle/Middleware/Oracle_IDM1/connector/oid

Windows: C:\apps\oracle\Middleware\Oracle_IDM1\connector\oid

The above directory <oid> has to be copied into
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https://docs.oracle.com/cd/E52734_01/core/INOAM/oim.htm#INOAM75645
http://docs.oracle.com/cd/E22999_01/doc.111/e28603/deploy.htm#BIHIBDJC

<Oracle_Middleware>/<OIM_HOME>/server/ConnectorDefaultDirectory

> Configuring Oracle Identity Manager Design Console

3.2 FLEXCUBE Component Required

FLEXCUBE Gateway EJB
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https://docs.oracle.com/cd/E52734_01/core/INOAM/oim.htm#INOAM1217

4.1

4.1.1

4. System Description

About Oracle Identity Manager

Oracle Identity Manager is an identity management product that automates user provisioning, identity
administration, and password management, integrated in a comprehensive workflow engine. Key features
of Oracle Identity Manager include password management, workflow and policy management, identity
reconciliation, reporting and auditing, and extensibility through adapters.

Oracle ldentity Manager System Components

Oracle Identity Manager is built on an enterprise-class, modular architecture that is both open and
scalable. Each module plays a critical role in the overall functionality of the system:

Identity Administration

Identity administration includes creation and management of identities in Oracle Identity Manager.
Identities include users, organizations, and roles. Identity administration also enables password
management and user Oracle Identity Manager Self Service operations. Identity administration is
performed by using Oracle Identity Manager Administration and Oracle Identity Manager Self Service
Web clients, and the SPML Web service.

Provisioning

The provisioning transactions are assembled and modified in the provisioning module. This module
maintains the "who" and "what" of provisioning. User profiles, access policies, and resources are defined
in the provisioning module, as are business process workflows and business rules.

The Provisioning Server is the run-time engine for Oracle Identity Manager. It runs the provisioning
process transactions as defined through Oracle Identity Manager Administration and Oracle Identity
Manager Design Console and maintained within the provisioning module.

Audit and Reports

The audit and compliance functions include evaluating a person, organization, system, process, project,
or product. This occurs by capturing data generated by the suite's workflow, policy, and reconciliation
engines. By combining this data with identity data, an enterprise has all the information it requires to
address any identity and to access a related audit inquiry. Audits are performed to ascertain the validity
and reliability of information, and also provide an assessment of a system's internal control.

Reporting is the process of generating a formal document, which is created as a result of an audit. The
report is subsequently provided to a user, such as an individual, a group of persons, a company, a
government, or even the general public, as an assurance service so that the user can make decisions,
based on the results of the audit. An enterprise can create reports on both the history and the current
state of its provisioning environment. Some captured identity data includes user identity profile history,
role membership history, user resource access, and fine-grained entitlement history.

Reconciliation and Bulk Load
The reconciliation engine ensures consistency between the provisioning environment of Oracle Identity
Manager and Oracle Identity Manager managed resources within the organization. The reconciliation

engine discovers illegal accounts created outside Oracle Identity Manager. The reconciliation engine also
synchronizes business roles located inside and outside the provisioning system to ensure consistency.
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If you want to load a large amount of data from other repositories in your organization into Oracle Identity
Manager, then you can use the Bulk Load utility. The Bulk Load utility reduces the downtime in loading
the data. In addition, Bulk Load utility import Oracle Identity Manager users, roles, role memberships, and
accounts provisioned to users.

Common Services

Various services are grouped together that are shared and used by other Oracle Identity Manager
components. These services are:

Form Designer: A form that allows you to create process and resource object forms that do not come
packaged with Oracle Identity Manager.

Scheduler: A service that provides the capability to run specific jobs at specific schedules. This service
can be used by users, application developers, connector developer, and administrators to create and
configure a Job to be run at specified intervals. In addition, this service provides administrative
capabilities to manage the functionality of jobs and their schedules.

Notification Templates: A common notification service is used by other functional components to send
notifications to interested parties about events occurring in Oracle Identity Manager. In addition, this
service provides the administrative capabilities for notification template management. A notification
template is used for sending the outgoing notifications. These templates typically contain the variables
that refer to the available data to provide more contextual content.

System Properties: A system property is an entity that controls the configuration aspect of an
application. In addition, to the default system properties, you can create and manage system properties in
Oracle Identity Manager.

Deployment Manager: The Deployment Manager is a tool for exporting and importing Oracle Identity
Manager configurations. The Deployment Manager enables you to export the objects that make up your
Oracle Identity Manager configuration.

Workflow and Request Management

Various operations in Oracle Identity Manager cannot be performed directly. Instead, the operations must
be requested. The request management service provides a mechanism to create, approve, and manage
requests. A request is an entity created by the users or administrators who want to perform a specific
action, which requires a discretionary permission to be obtained from someone or some process before
the action can be performed. For example, a user can create a request to gain access to a laptop
computer, a manager can approve the request and create an open requisition, and an IT resource
administrator can approve the request.

The primary goal of a provisioning solution is to manage requests and provision resources. Request
service provides an abstraction layer on the Business Process Execution Language (BPEL) 11g workflow
engine. Functional components such as request, provisioning, and attestation interacts with the workflow
engine for human approvals. Request service caters to the various functional components in Oracle
Identity Manager by managing workflow instances and categories, and provides an abstraction layer on
BPEL.

Infrastructure and Middleware Integration

The Adapter Factory, Kernel Orchestration mechanism, Context Manager, and Plug-in Framework are
designed to eliminate the need for hard-coding integrations with these systems.

Connector Framework
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4.2

The integration solution strategy of Oracle Identity Manager provides connectors to various
heterogeneous identity-aware IT systems. This strategy is designed to minimize custom development,
maximize the reuse of code, and reduce deployment time. The tiers of the integration solution are:

e Out-of-the box integration using predefined connectors and predefined generic technology
connector providers

e Identity connectors that are designed to separate the implementation of an application from the
dependencies of the system that the application is attempting to connect to

e Connectors based on custom generic technology connector providers
e Custom connectors using the Adapter Factory

Following figure illustrates the system components of Oracle Identity Manager.

Presentation Tier Business Services Tier Data Tier
Identity Self Service SMPL APIs Identity Services | Identity Store |
Identity System | - | | Database |
Administration EJB APls Integration Services
| MDS |
Design Console Platform Services e
- :
Y Y
Middleware Tier
ADF Faces SOA Suite Scheduler Entitlement Server BIP Reports

Integration / Design Architecture

With the integration of FCUBS and Oracle Identity Manager, a user can be created, modified, closed, and
reopened in FCUBS. Oracle Identity Manager acts as the front-end entry point for managing mandatory
fields of FCUBS user. After users are provisioned, the users can access the FCUBS without any
interaction with Oracle Identity Manager. This integration also ensures that any change that has been
made for corresponding user in FCUBS should be reflected in OIM using reconciliation feature of OIM.

Design

For the purpose of integration of Oracle Identity manager and FCUBS “Generic technology connector”
(GTC) has been used. GTC provides out of box providers for provisioning and reconciliation.

Following two figures illustrate the design aspect of the provisioning and reconciliation process:
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4.2.1 Provisioning Design Architecture

Generic Connector FC UBS HTTP ‘ User
Handler PR
Oracle Identity Gateway Web
Manager
—
‘ OIM- | _|Gateway Gate Oracl

Svst FC UBS EJB L RLEE racle

¥s 9”; LDAP Connector Access
Administrato

\ Manager

e

FC UBS Pruvismning — Single Sign On essssss

LOAPR Provisioning — -

4.2.2 Reconciliation Design Architecture

Oracle ldentity  w@—— L oiciiiicccccniaccccaaaaa-
Manager H

FC UBS EOD Activity —_—— - External Activity " "=eseeees

DR Activity

4.2.3 Design Constraints

The followings are the design constraints for this integration:

This integration is based upon sample configuration containing only mandatory fields of FCUBS
user while defining the GTC. Other fields can be defined in the GTC using the same
configurations.

Due to specific data requirement for FCUBS user creation, only manual provisioning method can
be used for FCUBS provisioning.

User role is not taken up in this integration and the FCUBS user will not be associated with any
role at the time of user creation.

A common FCUBS maker id will be used for user creation that is maintained as property in a
property file.
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e OIM does not allow ASCII special characters e.g. ampersand, colon, braces etc. Apart from this,
OIM also does not allow multiple consecutive occurrences of some of special ASCII character

like underscore etc.

424 Message Flow

OIM-FCUBS adapter would transform the request from the OIM SPML/DSML to FCUBS Gateway
request using Extensible Style sheet Language Transformation (XSLT). Transformed XML request will be
sent to the FCUBS Gateway EJB for further processing based on the type of the request. Based on the
FCUBS Gateway EJB response OIM-FCUBS adapter will prepare the response in SPML/DSML format

and will send to the OIM.

Following gives the sequence of the message exchanges between the adapter and FCUBS Gateway EJB
for user provisioning that are initiated from OIM.

4.2.4.1 Message exchange sequence for User Creation

Oracle

OlIM-

A 4

FCUBS

\ 4

A
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4.2.4.2 Message exchange sequence for User Field Modification/Set Password

Oracle OIM- FCUBS

A 4

A 4

A 4
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4.2.4.3 Message exchange sequence for User Delete/Suspend/Resume Request

Cracle Identity CO-FCTES FCTIEBS
Manager Adapter Crateway EJB
i Field Ivlodify request in Transform request
— SPMLDSHIL forraat N ——  into Gateway XL

o

I

Send request to get
Tser Full response

¥

User Full record as
Response

alt

[Fecord statns=Chen for Delete &
Suspend or Close for Resurme]

Feouest
|: Closef Open Fequest
m ZML

Prepare CloseiCOpen

-

¥

Response into Cateway
FMIL Format

Prepare resporse L
SPMLDEML

Frepare resporse in
SPML/DSML

 Fesponse in SPMLDSML format
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5.1

5.1.1
5111

51111

51112

5. Installation / Configuration

Environment Setup/Configurations

FLEXCUBE - OIM Integration environment setup requires
e OIM FLEXCUBE Adapter setup & configuration
e OIM setup

Note: This implementation document describes the installation and setup of OIM FLEXCUBE Adapter on
Oracle Fusion Middleware 11g Release 2 (11.1.2.3.0).

Enabling SSL for Weblogic and OIM Server
Self-Signed Certificate Creation

To enable SSL mode, Weblogic requires a keystore which contains private and trusted certificates. We
have to use the same version of JDK (which is used by Weblogic Domain), to create the keystore and
certificates, otherwise it may lead to many difficulties (suggested by Oracle Support).

Keytool utility available in Java JDK will be used to create Keystore. In command prompt set PATH to the

JDK\bin location. Follow the below steps to create keystore and self-signed certificates:Keystore Creation
Key Store Creation

keytool -genkey -keystore <keystore _name.jks> -alias <alias_name> -dname "CN=<hostname>,

OU=<O0Organization Unit>, O=<Organization>, L=<Location>, ST=<State>, C=<Country_Code>" -keyalg

<Key Algorithm> -sigalg <Signature Algorithm> -keysize <key size> -validity <Number of Days> -
keypass <Private key Password> -storepass <Store Password>

For example:

keytool -genkey -keystore AdminFlexcubeKeyStore.jks -alias FlexcubeCert -dname
"CN=0fss00001.in.oracle.com, OU=0FSS, O=0FSS, L=Chennai, ST=TN, C=IN" -keyalg "RSA" -sigalg
"SHA1withRSA" -keysize 2048 -validity 3650 -keypass Password@123 -storepass Password@123

Note: CN=0fss00001.in.oracle.com is the Host Name of the weblogic server

Export Private key as Certificate

keytool -export -v -alias <alias_name> -file <export_certificate _file_name_with_location.cer> -keystore
<keystore_name.jks> > -keypass <Private key Password> -storepass <Store Password>

For example:

keytool -export -v -alias FlexcubeCert -file AdminFlexcubeCert.cer -keystore AdminFlexcubeKeyStore.jks
-keypass Password@123 -storepass Password@123
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5.1.1.1.3 Import as Trusted Certificate

keytool -import -v -trustcacerts -alias rootcacert -file <export_certificate_file_name_with_location.cer> -
keystore <keystore_name.jks> > -keypass <Private key Password> -storepass <Store Password>

For example:

keytool -import -v -trustcacerts -alias rootcacert -file AdminFlexcubeCert.cer -keystore
AdminFlexcubeKeyStore.jks -keypass Password@123 -storepass Password@123

References: Oracle Support Articles (Article ID 1281035.1, Article ID 1218695.1), in case of Certificates
issued by the Trusted Authorities

5.1.1.2 Configuring Weblogic Console
After domain creation, follow the below steps to enable SSL in Weblogic Admin server, OIM Server and
SOA Server.

5.1.1.2.1 Select Admin Server to enable SSL options.

Y X P y—— E 0 o

Change Center @ Home Log Out Preferences Record Help | Q Welcome, weblogic | Connected to: oim_domain
View changes and restarts Home > Summary of Servers

Configuration editing is enabled, Future Summary of Servers

changes will automatically be activated a5 you .

modify, add or delete items in this domain. Configuration | Contral

Domain Structure
A server is an instance of WebLogic Server that runs in its own Java Virtual Machine (JVM) and has its own configuration.

oim_domain -
E-Enviranment This page summarizes each server that has been configured in the current WebLogic Server domain.
3]
~-Migratzble Targets =
~Coherence Servers { Customize this table
~Coherence Clusters
~-Machines Servers (Filtered - More Columns Exist)
—wWark Managers
~Startup and Shutdown Classes — New | | Clone Delete Showing 1to 3of 3 Previous | Next
+--Deployments
[-Services [] | Hame & Cluster Machine State Health Listen Port
LoSecurity Bealms e
[ | Adminserver{admin) I RUNNING oK 7001
How do L. a =
[T | oim_servert RUNNING 0K 24000
* Create Managed Servers [7] | soa_servert RUNNING Yok 8001
* Clone Servers
New Clone Delete

Showing 1to 30f 3 Previous | Next
* Delete Managed Servers

* Delete the Admiristration Server

® Start and stop servers

System Status a

Health of Running Servers

| Failed (0)

| Critical (0)
Overloadsd (0)

[ Warring (0)

I )

5.1.1.2.2  Follow the steps in General Tab as shown below:
1. Select SSL Listen Port Enabled, Client Cert Proxy Enabled, Weblogic Plug-In Enabled.

2. Click on Save.
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Domain Structure

iam_domain -
[EHEnvironment

ervers

lusters

irtual Hosts
igratable Targets
oherence Servers
oherence Clusters

eployments

e Configure default network connections
® Create and configure machines

« Configure dusters

@ Start and stop servers

® Configure WLDF diagnostic velume

System Status =]
Health of Running Servers

Failed (0)
Critical (0)
Overloaded (0)
Warning (0)
oK (3)

—
—
—
I

IGeneﬁII Cluster | Services | Keystores | SSL | Federation Services | Deployment | Migration | Tuning | Overload | Health Monitoring | Server Start | Web Services

Use this page to configure general features of this server such as default network communications.

View JNDL Tree &

Name: Adminserver
Machine: (Mone)
Cluster: (Standalone)
5] Listen Address:

isten Port Enabled
Listen Port: 7001
S5 Listen Port: 7002

I (@] Client Cert Proxy Enabled I
Java Compiler: javae
Diagnostic Volume: Low E‘

+ Advanced

virtual Machine Name:

5 Weblogic Plug-In Enabled

iam_domain_AdminSe

An alphanumeric name for this server instance.  More Info...

The
to run.

‘eblogic Server host computer (machine) on which this server is meant
More Info...

The duster, or aroup of Weblogic Server instances, to which this server
belongs.  More Info.

The IP address ar DNS name this server uses to listen for incoming
connections.  More I

Specifies whether this server can be reached through the default plain-text
(non-sSL) listen port.  More Info..

The default TCP port that this server uses to listen for regular (non-55L)
incoming connections.  More Info...

Indicates whether the server can be reached through the default S5L listen
port. More Info...

The TCP/IP port at which this server listens for S5L connection
reguests. More Info...

Spedifies whether the HttpClusterServiet proxies the dient certificate in a
spedial header. More Info,

The Java compler to use for all applications hosted on this server that need
to compile Java code. More Info...

Specifies the volume of diagnostc data that s automatically produced by
Weblogic Server at run time. Note that the WLDF diagnostic volume setting
does not affect explicitly configured diagnestic modules. For example, this
controls the volume of events generated for JRockit Flight Recorder. More
Info...

When WLS is running on JRVE, this specifies the name of the virtual machine
running this server Mere Info...

Spedifies whether this server uses the proprietary WL-Proxy-Client-1P
header, which is recommended if the server instance will receive requests
from a proxy plug+n. More Info...

51.1.23

Follow the steps in Keystores Tab as shown below:

1. Click Change and select Keystores as Custom Identity and Custom Trust

2. Click on Save

3. Note: Keystores as Custom Identity and Custom Trust is as suggested by Oracle Support Team

‘Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

iam_domain
EH-Environment.

—-Servers

~Clusters

~Virtual Hosts
t--Migratable Targets
-Coherence Servers
--Coherence Clusters
--Machines

~-Work Managers
--Startup and Shutdown Classes =
~Deployments
[FH-Services
—-Spnrity Reaims

m

How do L. =]

* Configure identity and trust
# Configure keystores
» SetupSsl

System Status =]

Health of Running Servers

Failed (0)
Critical (0)
Overloaded (0)
Warning (0)
oK (3)

ORACLE WeblLogic Server® Administration Console

@) Home LogOut Preferences

ecord Help ‘ Q
Home »Summary of Servers = AdminServer
Settings for AdminServer

Configuration | Protocols

Debug

Logging Monitoring | Control | Deployments | Services | Security

Cluster

General

Services SSL | Federation Services | Deployment | Migration | Turing

Cancel

Keystores ensure the secure storage and management of private keys and trusted certificate authorities (CAs). This page lets you view and define various keystore configurations, These settings help

you to manage the security of message transmissions.

Keystores: Demo Identity and Demo Trust

Save | | Cancel

om Id
Demo Identity and Demo Trust

Welcome, weblogic | Connected

Notes

Overload | Health Monitoring | Server Start  Web Services

Which configuration rules should be used for finding the server's identity and
trustkeystores?  More Info...
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5.11.24

5.1.1.25

Follow the steps in Keystores Tab as shown below:

4. Enter Custom Identity Keystore and Custom Trust Keystore as same as the Keystore Name created
in step 5.1.1.1.1 with full path.

5. Enter Custom Identity Keystore Type and Custom Trust Keystore Type as jks.

6. Enter Custom Identity Keystore Passphrase, Confirm Custom Identity Keystore Passphrase, Custom
Trust Keystore Passphrase and Confirm Custom Trust Keystore Passphrase as same as the Store
Password entered in step 5.1.1.1.1.

7. Click on Save.

Change Center
View changes and restarts

Configuration ecitingis enabled. Future
changes will automaticaly be activated as you
modify, add or delet items in this domain.

Domain Structure

»

iam_domain
EH-Envirorment

| t-Servers

~Clusters

~-Virtual Hosts
~Migratable Targets
herence Servers
Coherence Clusters
~Machines

--Work Managers

m

Startup and Shutdonn Classes Ry

~-Deployments
s

« Realms

How do 1... 2

« Configure identity and trust
* Configure keystores
* SetupSsi

System Status =

Health of Running Servers

I Fakd@
[ criteal @
[ Overloaded (0)
[ Waming(@
I o

ORACLE WeblLogic Server® Administration Console

& Home Log Out Preferences [a] Record Help

Home >Summary of Sarvers > AdminSarver

Settings for AdminServer

Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Notes

General | Cluster | Services | Keystoresl| Ss. | Federation Services | Deployment | Migration | Tuning = Overload | HealthMonitoring | Server Start | Web Services

Keystores ensure the secure storage and management of private keys and trusted certficate authorities (CAs). This page lets you view and define various keystore configurations. These settings help

you to manage the security of message transmissions.

Keystores:

Identity

Custom Identity Keystore:

Custom Identity Keystore Type:

Custom Identity Keystore Passphrase:

Confirm Custom Identity Keystore

Custom Identity and Custom Trust|_Change:

Which configuration rules should be used for finding the server's identity and
trust keystores?  More Info...

Welcome, weblogic | Connected to: iam_domain

[scratch/app/fmw115/0am1115/BaseKeyStore/AdminFlexcubeKeyStore.jks I

nFlexcubeKeyStore jk:

ks The type of the keystore. Generally, thisis JKS. More Info...

(]

Trust

Custom Trust Keystore:

Custom Trust Keystore Type:

Custom Trust Keystore Passphrase:

The encrypted custom identity keystore's passphrase. If empty or nul, then
the keystore will be opened without a passphrase.  More Info...

nFlexcubeKeyStore jks

/scratch/app/fmw115/0am1115/BaseKeyStore/AdminFlexcubekeyStore. jks

The type of the keystore. Generally, thisis JKS. More Info...

The custom trust keystore's passphrase. If empty or null, then the keystore
will be opened without a passphrase.  More Info...

Confirm Custom Trust Keystore

|

Save

Follow the steps in SSL Tab as shown below:

Enter Private Key Alias as same as the alias name entered in step 5.1.1.1.1.

Enter Private Key Passphrase and Confirm Private Key Passphrase as same as the Private Key

Password entered in step 5.1.1.1.1.
Change the Hostname Verification to None.
Use JSSE SSL option should be remain unchecked

Click on Save.
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Change Center @ Home Log Out Preferences Record Help Q Welcome, weblogic | Connected to: iam_domain

AT Home »Summary of Servers >AdminServer

Configuration editing is enabled. Future Settings for AdminServer

changes will automatically be activated as you

modify, add or delete items in this domain. Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Notes

Domain Structure General | Cluster | Services | Keystores Federation Services | Deployment | Migration | Tuning | Overload | Health Monitoring | ServerStart | Web Services

iam_domain -
EH-Environment
~-Servers
~Clusters This page lets you view and define various Secure Sockets Layer (SSL) settings for this server instance. These settings help you to manage the security of message transmissions.
~-Virtual Hosts
- Migratable Targets
~-Coherence Servers (] Identity and Trust Locations: Keystores| Ghange Indicates where SSL should find the server's identity (certificate and private
- Coherence Clusters E— key) as well as the server's trust (trusted CAs). More Info...
- Machines Identity
~“Work Managers
~-Startup and Shutdown Classes Private Key Location: from Custom Identity Keystore The keystore attribute that defines the location of the private key file. More
--Deployments Info...
Services
ety Bevims Tl private Key Alias: The keystore attribute that defines the string aias used to store and retrieve
the server's private key. More Info...
How do L... B
Private Key Passphrase: The keystore atiribute that defines the passphrase used to refrieve the
o SetupsSL

« Verify host name verification is enabled 5] Confirm Private Key Passphrase: _

« Configure a custom host name verifier

« Configure two-way 550 Certificate Location: from Custom Identity Keystore The keystore attribute that defines the location of the trusted
certificate.  More Info.
System Status B Trust
Health of Running Servers Trusted Certificate Authorities: from Custom Trust Keystore The keystore attribute that defines the location of the certificate
authorities.  More Info...
Failed (0)
Critical (0) @ Advanced
Overloaded (0) & Hostname Verification: Specifies whether to ignore the installed implementation of the
Warning (0) weblogic.security.SSL HostnameVerifier interface (when this server is acting
[Rr—— as a dlient to another application server). More Info...

@Q Custom Hostname Veri The name of the class that implements the

weblogic.security.SSLHostnameVerfier interface.  More Info...

Export Key Lifespan: 500 Indicates the number of times WebLogic Server can use an exportable key
between a domestic server and an expartable client before generating a new
key. The more secure you want WebLogic Server to be, the fevrer times the
key should be used before generating a new key. More Info...

Use Server Certs. Sets whether the client should use the server certificates/key as the dient

5.1.1.2.6  Select OIM Server & SOA Server to enable SSL options and Repeat the steps performed in 5.1.1.2.2 to
5.1.1.2.5.

ORACLE WebLogic Server® Adrinisraton Consle B 000000 O

Change Center @ Home LogOut Preferences [2] Record Help Q Welcome, weblogic | Connected to:
View changes and restarts Home >Summary of Servers
Configuration editing is enabled. Future Summary of Servers
changes will automatically be activated as you =
modify, add or delete items in this domain. Configuration | Control
Domain Structure
B A server is an instance of WebLogic Server that runs in its onn Java Virtusl Machine (VM) and has its onwn configuration.
oim_domain -
E-Environment This page summarizes each server that has been configured in the current WebLogic Server domain,
\~servers
~-Clusters
~Virtual Hosts Q
~Migratable Targets =
~Coherence Servers - Customize this table
~-Coherence Clusters
~Machines Servers (Filtered - More Columns Exist)
~Work Managers
~Startup and Shutdown Classes = New | | Clone | | Delete Shoning 1to 3of 3 Previous | Next
eployments
ervices [] | Hame & Cluster HMachine State Health Listen Port
toGecywity Realme 2
[ | Adminserver (admin) RUNNING # oK 7001
How do L. a
[ [om servers | RUNNING 0K 24000
# Create Managed Servers [£] | soa_server1 RUNNING & 0K 8001
* Clone Servers
New | [ Cione | | Delete Showing 1to 30f 3 Previous | Next
* Delete Managed Servers e
* Delete the Administration Server

# Startand stop servers

System Status a

Health of Running Servers

[ rFakd@
[ citwl(©@
[ Overloaded (0)
[ waming(@
I o5

5.1.1.2.7 Now the admin_server, oim_server and soa_server are SSL enabled. Restart all three servers.

5.1.2 Enabling SSL on GTC Connector Server

To have SSL enabled Provisioning Web Service in 5.1.5.23. We have to have a two way handshake
between GTC Connector Server and the Application Server, where FCUBSProvisioningAdService web
service deployed.
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5.1.2.1 Export the KeyStore Certificate in 5.1.1.1.1

keytool -export -alias <aliasname> -file <exportfilename> -keystore <keystorename> -storetype jks -
storepass <keystorepassword> -provider sun.security.provider.Sun

For Example:
keytool -export -alias FlexcubeCert -file webfile.cer -keystore FlexcubeKeyStore.jks -storetype jks -
storepass Password @123 -provider sun.security.provider.Sun
5.1.2.2 Import the Certificate to Xellarate Key Store
keytool -import -trustcacerts -alias <aliasname> -noprompt -keystore

<Domain_home>/config/fmwconfig/default-keystore.jks -file <importfilename> -storepass
<keystorepassword>

For Example:

keytool -import -trustcacerts -alias FlexcubeCert -noprompt -keystore
/app/Middleware/user_projects/domains/oim_domain/config/fmwconfig/default-keystore.jks -file
webfile.cer -storepass Password123

Note *: <Domain_home>/config/fmwconfig/default-keystore.jks will be the KeyStore Password while
configuring OIM Server. To have this feature, you should have only Weblogic Admin Server, OIM Server
and SOA Server in this OIM Domain.

o Oracle Identity and Access Management Configuration - Step 5 of 8 =
OoORrRACLE
OIM Server - £
FUSION MIDDLEWARE
¥ Welcome
1 : OIM Administrator Password: |ooooooooo I
it Components to Configure o
/‘:"\
S Database Confirm Password: I.o..oooo. I
I
v WeblLogic Admin Server
1 OlM HTTP URL: Ihttp:/,’ofs5220607.in,0racle.c0m:14000 I
<@ OIM Server
\:, Configuration Summary OIM External ErontEnd URL: I I
i. C i ration Progress
! KeyStore Password: I......... I
Co ratio Compiete
Confirm KeyStore Password: eesecscsccee
[] Enable OIM for Suite integration
Provide the keystore password. Valid passwords should be 6 to 30 characters |~
long. Must begin with an alphabetic character and should include atleast one
numeric value. Any of these special characters underscore (), dollar ($),
tilde(~), at(@), hyphend-), plus(+), colon{), forward slash{/), curly braces{}),
square brackets{[]), and(&), question mark), dot{), asterisk{™) or pound &)
[«] I1»]
l Help | < Back || Next > J I Cancel

5.1.2.3 Export Xellarate KeyStore Certificate

keytool -export -alias xell -noprompt -keystore <Domain_home>/config/fmwconfig/default-keystore.jks -file
<xellexportfilename> -storetype jks -provider sun.security.provider.Sun

For Example:
keytool -export -alias xell -noprompt -keystore

/app/Middleware/user_projects/domains/oim_domain/config/fmwconfig/default-keystore.jks -file
xellcertificate.cer -storetype jks -provider sun.security.provider.Sun
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5.1.2.4 Import the Xellarate Certificate to KeyStore Created in 5.1.1.1.1

5.1.3

keytool -import -alias <aliasname> -trustcacerts -file <xellimportfilename> -keystore <keystorename> -

storetype jks -storepass <keystorepassword> -provider sun.security.provider.Sun

For Example:

keytool -import -alias xellcertificate -trustcacerts -file xellcertificate.cer -keystore FlexcubeKeyStore.jks -
storetype jks -storepass Password@123 -provider sun.security.provider.Sun

Configuring SSL Mode in Oracle Internet Directory

To enable SSL for OID LDAP Server refer and follow the below steps.

Login to the Enterprise Manager Console of the domain, in which Oracle Internet Directory is associated.

HiFam~ | &, Topology
B~

E 52 Farm_base_domain
[ Application Deployments
[ WebLogic Domain
| £ Identity and Access
(@] cam
oid1
& om
ovd1
[ Metadata Repositories
3 Web Tier

ORACLE Enterprise Manager 119 Fusion Middleware Control

Setupw Hepw LogOut

3 0idl @ Logged in as weblogic| Host padsrini-pc
Orade Internet Directory « Page Refreshed Feb 15, 2013 4:35:53 PM 15T {2
Home
Monitoring > Load Security
Control 4] 12 Total LDAP Connecticns Failzd Bind Oparations [}
Logs >
220 Operations Completed Failed Super User Logins (1]
Port Usage B5 Cpesations in progress Sucessful Super User Logins 0
Administration H;
Security > Audit Policy
Directory Services Manager > Wallets .
General Information B Server Response (ms)
40
20
0
8
.
6
4 W Total Operations
F4
0
20
15
CPU Utiization (%)
10 W /Farm_base_domain/asinst_1/0id1
. M padsrini-pc
0 .
100
80
80 Memory Utilization (%)
W /Farm_base_domain/asinst_1/0id1
40 W padsrinipc
20
0 .
6:22 16:23 16:24 16:25 16:26 16:27 16:28 16:28 16:30 16:31 16:32 16:33 16:34 16:35 16:36
February 15 2013
Table view

Click on Create Self-Signed Wallet.
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ORACLE Enterprise Manager 11g Fusion Mi Setup~ Help~ Log Out
HiFamv | £ Topology
= ~ G oidlg Logged in as weblogic| Host padsrini-pc
I B Farm_base_domain Orade Internet Directory + Page Refrashed Fob 15, 3013 4:38:54 PM 1573 %
[ Application Deployments
[ webLogic Domain ‘Wallets
) [ Identity and Access A wallet is a Keystore that stores X, 509 certificates and private keys in industry-standard, PKCS # 12 format. To create a walet, dick Create, To create a wallet with a self-signed certificate, dick Create Self-Signed
& oam Wallet. To manage the contents of a wallet, select a wallet and dick Manage.
@& om Create... | 3¢ Delete. yimport... | P Export.. | GoManage..
(& ovd Name Auts-ogin
) Metadata Repositories
[ web Tier

ORACLE



Enter the Details as below & Click on OK.

HiFam ~
-

b & Farm_base_domain

[ Application Deployments
[ WebLogic Domain

=l [ Identity and Access

€] oam

(&%, Topalogy

@ om

[&] ovd1
) Metadata Repositories
[ web Tier

ORACLE Enterprise Manager 11g Fusion Middleware Control

Setpv Help~ LogOut

¢ oidl @

Logged in as weblogic| Host padsrinipc
Oracle Internet Directory v

Page Refreshed Feb 15, 2013 4:40:45 PM 15T 02

Wallets > Create Self-Signed Wallet
Create Self-Signed Wallet OK || Cancel
A self signed wallet is not signed by a wel known CA. A self-signed wallet is nat recommended in a production environment. The wallet name shouid be unique for a given component, The wallet type can be auto-ogin
or password-protected. Passwords, if specified, have a minimum length of eight characters, and contain alphabetic characters combined with numeric or special characters. Auto-ogin wallet is an obfuscated form of

PKCS#12 wallet that provides PKI-based access to services and applications without requiring a password at runtime, Auto-ogin wallet don't need  passward to modify, or delete the wallet, File systam permissions
provide the necessary seaurity for Auto-dogin wallets.

Self-Signed Wallet Details

*WalletMame | idselfsigned

Autodogin

Add Self-Signed Certificate
Add 2 self-signed certificate that becomes part of the wallet.

* Common Name | hostname.in.orade.com
Organizational Unit | OFss

Organization | Orade
City | Chennai
state [
Country | India [=]

2048 [+

Key Size

Click on

&d Manage. ..

[RACLE Enterprise Manager 11g Fusion Middieware Control

Farm~ | 44, Topology

53 Farm_base_domain

[ Application Deployments
[ webLogic Domain

[l ) Identity and Access

(@] oam

@ om

[&] ovdt
[ Metadata Repositories
3 web Tier

Setupw Helpw LogOut

< oidl@

Loggedin as weblogic|Host padsrinipc
[ Oradle Internet Directory +

Page Refrashed Feb 15, 2013 4:44:27 PM 15T )

Wallets
A Wallet is a Keystore that stores X,509 certificates and private keys in industry-standard, PKCS #12 format. To areate  wallet, dick Create. To create a wallet with a self-signed certificate, dick Create Self-Signed
Wallet. To manage the contents of a wallet, select a wallet and ciick Manage.

Create...

Name
oidselfsigned

3¢ Delete..

[ Create Self-Signed Wallet.. 1%y Import.... | Export.... & Manage..

Auto-ogin
| |

Select the Trusted Certificate & Click on Export.

HiFam~
-
I B Farm_base_domain
) Application Deployments
) WebLogic Domain
= ] Identity and Access

[ oam

& om

[&] ovd1
) Metadata Repositories
) web Tier

&, Topology

ORACLE Enterprise Manager 11g Fusion Middleware Control

Setpw Helpw LogOut

¢ oidl@

Logged in as weblogic|Host padsrini-pc
[25] Crade Internet Directory

Page Refreshed Feb 15, 2013 4:45:58 PM 15T U2
Wallets > Manage Certificates
Manage Certificates: oidselfsigned

To generate a certificate signing request (CSR), dick "Add Certificate Request”, After you areate a CSR, send it to your CA who will verify your identity and return the signed certificate, To import the CA signed
certificate or trusted cert, dick Import. You can only import the CA-signed certificate into the same wallet from which the CSR was generated.

o Add Certificate Request 1) Import.... ‘ | Export... | 3¢ Delete...

Subject Name Certificate Type  Status  KeySize  StartDate Expiration Date
CN=padsrini-pc,0U=0F55,0=Cradle L=Chennai, ST=TN,C=IN Certificate Request 2048
CN=padsrini-pc, OU=OFSS, O=Oradle, L =Chennai, ST=TN, C=IN Certificate Valid 2048 February 15, 2013 February 14, 2018
QU=Class 3 Public Primary Certification Authority, O="Verisign, Inc.", C=US Trusted Certificate Valid 1024 January 23, 1996 August2, 2028
CN=GTE CyberTrust Global Reot, OU="GTE CyberTrust Solutions, Inc.”, 0=GTE Corperation, C=US Trusted Certificate  Valid 1024 August 13, 1998 August 14, 2018

" ch=padsrini-pc, GU=OFSS, O=Orade, L=Chennai, ST=TN, C=IN Trusted Certificate  Valid 2048 February 15, 2013 February 14, 2018
OU=Class 2 Public Primary Certification Authority, O="Verisign, Inc.", C=US Trusted Certificate  Valid 1024 January 29, 1996 August2, 2028
©U=Class 1Public Primary Certification Authority, O="VeriSign, Inc.", C=US Trusted Certificate  Valid 1024 January 25, 1996 January 8, 2020

Click Export Trusted Certificate and save the certificate file.
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SiFam~ | &, Topology
B~

|2 B Farm_base_domain

3 Application Deployments
[ webLogic Domain

) [ Identity and Access

& oam

@ om

3] ovdi
[ Metadata Repositories
[ web Tier

ORACLE Enterprise Manager 11g Fusion Middieware Control

Setpv Helpw LogOut

oidlg

Logged in as weblogic|Host padsrini-pc.
Oradle Internet Directory -

Page Refreshed Feb 15, 2013 4:45:58 PM 15T ()
Wallets > Manage Certificates
Manage Certificates: oi i

To generate a certificate signing request
certificate or trusted cert, dick Import. Y

Trusted Certificate certificate. To import the CA signed
The Trusted Certificate with Subject Name CN=padsrini-pc, OU=0FSS, O=Oracle, L=Chennai, ST=TN, C=IN is shown
below. You can cut and paste the entire textin the box from BEGIN CERTIFICATE to END CERTIFICATE to the intended
location; or dick "Export Trusted Certificate * to export the certificate to a file. You may want to do this if another party
wants to trust your certificate directly.

o Add Certificate Request | &1

Subject Name
CN=padsini-pc,0U=0FSS,0=0r4
CN=padsrini-pc, OU=OFSS, O=01
OU=Class 3 Public Primary Certific
CN=GTE CyberTrust Global Roat,
EN=padsrini-pc, OU=OFSS, 0=01 - o =

Start Date Expiration Date
|----B=GIN CERTIFICATE-———-
MITDODCCA1 ACRQRWDQYIKOZTH Y1ELMBKGAIUZBRMCSUSXCZAJBGNVEAQTAIRGMERY | |
DY DVQQHEwaDa GVuE R LMW DR DV QR SwZ P am 1 5GUR DT ALBGNVEA s T2 SGU Lk FDASEGNVEANT
C3BnZHNyaNSpLXBIMB4XOTE 2D T xN T SN TH NV XDTE 44D IxNDANTHyNVowY  ELMARGA] UZBRMC

a1 = 3 ALBgNV

February 15, 2013
Jarwary 29, 1996
August 13, 1998

February 14, 2018
August 2, 2028
August 14, 2018

!

BASTBESGULMKE! yaWSPLEBIMIIEI] QeRMIIE L4 February 15, 2013 February 14, 2018
lass 2 Public Primary Certific CKCAQERTSMDEOWL Txe,THM] lunSo4 &7 a5/ YHML 1 Qrtzp Jaruary 29, 1996 August2, 2028
lass 1 Public Primary Certific O3 eHxIoxVEL FCTIxIy yCrCEI2Pnp]gRBoxRlKpLidi January 29, 1996 January 8, 2020

Nme N1 YP18WBED! 11%s¥kpuqT- 3

RedNUeT: 1wBoLl 1fuMzEal N3 ELge+ulE0SpIrdEta -

aL RK]SWRSEX1TBAX/

13 1aKaRyYQIDAQABMAOGCSqES TB3DREREATARATR

Export Trusted Certificate [ Close

Click on Server Properties.

i ram
-
=1 B Farm_base_domain
) Application Deployments
) WebLogic Domain
=l [ Identity and Access

] oam

& om

[&] ovd1
(20 Metadata Repositories
[0 wieb Tier

&2 Topalogy

ORACLE Enterprise Manager 11g Fusion Middlewars Control

Setpw Helpw LogOut

¢ oid1l g

Loggedin as weblogic| Host padsrini-pc
Orade Internet Directory v

Page Refreshed Feb 15, 2013 4:45:58 PM 15T £

Home
Moritoring signed
st (CSR), dick "Add Certificate Request”. After you create a CSR, send it to your CA who will verify your identity and return the signed certificate. To import the CA signed
Control > | You can enly import the CA-signed certificate into the same wallet from which the CSR was generated,
Logs >
Bjimport.. | | Export.. ¢ Delete...
Port Usage =
T 0 Certificate Type ~ Status  KeySize StartDate Expiration Date
Server Properties Certificate Request 2048
Security 4 Shared Properties Certificate Valid 2048 February 15, 2013 February 14, 2018
Directory Services Manager ¥/ ", C=US Trusted Certificate  Valid 1024 January 29, 1996 August 2, 2028
Replication Management  [nc.”, O=GTE Corporation, C=US Trusted Certificate Valid 1024 August13, 1998 August 14, 2018
General Information Turing and Sizing Trusted Certificate Valid 2048 February 15,2013 February 14, 2018
OU=Class 2 Public Primary CerGicaton AUy, O="Versign, Thc. ", C=US Trusted Certificate Valid 1024 January 29,1995 August2, 2028
©OU=Class 1 Public Primary Certification Authority, O="VeriSign, Inc.”, C=US Trusted Certificate  Valid 1024 January 29, 1995 January 8, 2020

Click on Change SSL Settings.

EFFarm -
-
|2 3% Farm_base_domain
3 Application Deployments.
3 webLogic Domain
] [ Identity and Access

& oam

& om

@] ovd1
[0 Metadata Repositories
B 3 Web Tier

(&, Topology

ORACLE Enterprise Manager 11g Fusion Middleware Control

Setupw Helpw LogOut

{ oidle

Logged in as weblogic| Host padstini-pc
Oradle Internet Directory v

Page Refreshed Feb 15, 2013 4:54:17 PM 15T L

Server Properties Apply

Revert

General | Performance | SASL | Stafistics | Logging

server Mode | Read /Wirite [=]
* Maximum number of entries to be returned by a search 10000
* Maximum time allowed for a search to complete (sec) 3600
Freserve Case of Required Attribute Name spedified in Search Request [

Anenymeus Bind | Disallow except for Read Access on the root DSE [ |

* Maximum time allowed in a Transaction {sec) 0

* Maximum Number of Operations allowed in a Transaction 0

Port Numbers

Non-S5LPort [ 3060

ssLPort 3131

Select the Wallet, SSL Authentication as Server Authentication, Cipher Suite, SSL Protocal Version as

below & Click on OK.
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ORACLE Enterprise Manager 11g Fusion Middleware Control Setpv Hepv LogOut

EiFarm~ | & Topology

(=R G oidlg Logged in as weblogic|Host padsrinipc
[l B Farm_base_domain Orade Internet Girectory + Page Refreshed Feb 15, 2013 4:55:50 PM 15T ()
) Application Deployments
[23 webLogic Domain (i) Information
(= ) Identity and Access All changes made in this page require a server restart to take effect.
(& oam SSL Configuration @ oK | | Cancel
oid1
om Enable SSL
(& ot Server Wallet Name £ gidseifsigned [ |
[ Metadata Repositories PSS ¢ cuired for no-auth mode butis needed in other modes.
Web Tier
8 ElAdvanced SSL 58 g
Server 551 properties
SSL Authentication | Server Authenticaton [+]
[]Al

L_RSA_WITH_RC4_128_MDS5 ~
RSA_WITH_RC4_128_SHA

Cipher Suite - =
ASA_WITH_3DES_EDE_CBC_SHA| =
RSA_WITH_DES_CBC_SHA
[V]TLS_RSA_WITH_AES_128_CBC_SHA ~
* S5 Protocol ersion | Al -
"
ORACLE Enterprise Manager 11g Fusion Middieware Control Setupv Helpw Log Out
Hiram~ | & Topology
=~ {3 oidl g Logged in as weblogic| Host padsrini-pc
{5 Farm_base_domain Orade Internet Directory v Page Refreshed Feb 15, 2013 4:56:40 PM IsT (3

[ Application Deployments

WebLogic Domain .
- G ) 9 | (@ Information [
D‘@E”"“’ and Access 55L configuration updated for /Farm_base_domain/asinst_i/oid 1. Restart camponent for this change to be effective,
0AM
oid1
[@] om -
Server Properties Acply || Revert
ovd1 . = =
£ Metadata Repositories General | Performance | SASL | Statistics | Logging
[ Web Tier ServerMade |Read [ Write [
* Maximum number of entries to be returned by a search 10000
* Maximum time allowed for a search to complete (sec) 3600

Preserve Case of Required Attribute Name spedfied in Search Request [
Anonymous Bind | Disallow except for Read Access on the root DSE [ |

* Maximum time allowed in a Transaction (sec) 0
* Maximum Number of Operations allowed in a Transaction 0
Port Numbers
Non-SSL Port | 3060 Lo
SSLPort | 3131 i change 551 Settings

5.1.3.1 Import LDAP Server SSL Certificate into OIM Server

Import the Exported Certificate into wiserver_10.3/server/lib/DemoTrust.jks of OIM Server Domain
using the below command [Store Password is DemoTrustKeyStorePassPhrase ]

keytool -import -keystore MW_HOME/wlserver_10.3/server/lib/DemoTrust.jks -file /home/testoc4j/OIM/globalv.crt -
storepass DemoTrustKeyStorePassPhrase

Restart Both OID & OIM Server.

5.1.4 OIM FLEXCUBE Adapter Setup

Prerequisite: Gateway EJB component

OIM FCUBS adapter consists of two web services:

e FCUBSLOVAdService : To fetch list of values from FCUBS Database

e FCUBSProvisioningAdService: To handle OIM’s request and response for user provisioning and
de-provisioning services. This web service requires FCUBS Gateway EJB either on same
Weblogic Application server or another. If it is on same Weblogic Application server then this web
service is deployed as child of Gateway EJB.
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OIM FCUBS adapter setup is all about deployment of these web services on Oracle Fusion Middleware
11g Release 2 (11.1.2.3.0).

5.1.4.1 Environment Setup

The following steps to be followed to do the initial environment setup for OIM FCUBS adapter
deployment:

5.1.4.11 Copy following folders from the FCUBS Software Release area
e <FCUBS Release Name>\ADAPTERS\OIM\FCUBSLOVAdService
e <FCUBS Release Name>\ADAPTERS\OIM\FCUBSProvisioningAdService
e <FCUBS Release Name>\ADAPTERS\OIM\setup

to local machine (say D:\OIM for WINDOWS or /home/kernel/OIM for UNIX).

Note: If Gateway EJB server and OIM server is on same system, then copy entire folder from FCUBS
software release area to local machine.

In this document SPMLADAPTER_INSTALL_DIR specifies the directory where adapter will be installed.
e.g.
For WINDOWS:
SPMLADAPTER_INSTALL_DIR=D:\
For UNIX:

SPMLADAPTER_INSTALL_DIR=/home/kernel/

OIM_SERVER_INSTALL_DIR specifies the OIM server installation directory (like
D:\Oracle\Middleware\weblogic\Oracle_IDM1 in windows or /Oracle/Middleware/weblogic/ Oracle_IDM1
in unix).

5.1.4.1.2 Create a Data source in WebLogic Server Version: 10.3.6.0.

[Refer Appendix 8.1 Data Source Creation]

5.1.4.1.3 Modify configuration files as below :
Edit <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSLOVAdService\src\webcontent\WEB-
INF\web.xml. This XML file shall have a similar section as the one shown below (Change the values
given in bold)
<resource-ref>
<res-ref-name>0OIMLOVSQA</res-ref-name>
<res-type>javax.sqgl.DataSource</res-type>

<res-auth>Container</res-auth>

</resource-ref>
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<env-entry>
<description>Property File Path</description>
<env-entry-name>propertyPath</env-entry-name>
<env-entry-type>java.lang.String</env-entry-type>
<env-entry-value>D:/OIM/FCUBSLOVAdService/config/</env-entry-value>
</env-entry>

Edit resource-ref section: Mention the JNDI name of the Datasource created in Application server for
FLEXCUBE UBS Messaging Database Layer Instance at step 3 as res-ref-name.

Edit Property File Path: Give the absolute path for lookup_prop.xml as env-entry-value. Ideally, this file
is residing in < SPMLADAPTER_INSTALL_ DIR>\OIM\FCUBSLOVAdService\config.

Note: Give “/” for at the end of the path. Also, note that as separator forward slash has been used instead
of backward.

Edit <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSLOVAdService\config\lookup_prop.xml. This XML
file shall have a similar section as the one shown below, (Change the values given in bold)

<!-- DataBase Connection -->
<add key="FCUBS CON_ POOLNAME" value="OIMLOVSQA"/>
<!-- DataBase Connection -->

<add key="LOGGER PATH"
value="D:/OIM/FCUBSLOVAdService/config/lookup logger.xml"/>

Edit FCUBS_CON_POOLNAME: Give the same Datasource JNDI name mentioned in above web.xml
for FLEXCUBE UBS Messaging Database Layer Instance.

Edit LOGGER_PATH: Give the logging configuration absolute path for lookup_logger.xml. This file is
residing in <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSLOVAdService\config folder.

Note: As separator use forward slash instead of backward slash.

Edit <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSLOVAdService\config\lookup_logger.xml. This
XML file shall have a similar section as the one shown below, (Change the values given in bold)

<add key="ADOIM.LOGGER.FPATH" value="D:/OIM/FCUBSLOVAdService/log/"/>

ADOIM.LOGGER.FPATH: Give the absolute path where log files will be stored. It is recommended that
mention the following path <SPMLADAPTER_INSTALL_DIR>/OIM/FCUBSLOVAdService/log/

Note: As separator use forward slash instead of backward slash. Give “/” for at the end of the path.
Edit <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSProvisioningAdService\src\webcontent\WEB-

INF\web.xml. This XML file shall have a similar section as the one shown below (Change the values
given in bold)
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<ejb-ref>
<ejb-ref-name>GWEJB GW EJB Bean</ejb-ref-name>
<ejb-ref-type>Session</ejb-ref-type>
<home>com.ofss.fcubs.gw.ejb.GWEJBRemoteHome</home>
<remote>com.ofss.fcubs.gw.ejb.GWEJBRemote</remote>
</ejb-ref>
<env-entry>
<description>Property File Path</description>
<env-entry-name>propertyPath</env-entry-name>
<env-entry-type>java.lang.String</env-entry-type>

<env-entry-value>D:/0IM/FCUBSProvisioningAdService/config/</env-
entry-value>

</env-entry>
Edit ejb-link: To refer Gateway EJB from the web service locally the reference of Gateway EJB has been
defined in this deployment descriptor file. Give the Gateway EJB name here as ejb-link, mentioned as

ejb-name in ejb-jar.xml deployment descriptor file of Gateway EJB.

Edit Property File Path: Give the absolute path for ADOIM_Prop.xml as env-entry-value. This file is
residing in <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSProvisioningAdService\config.

Note: Give “/” for at the end of the path. Also, note that as separator forward slash has been used
instead of backward.

Edit <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSLOVAdService\config\ADOIM_Prop.xml. This
XML file shall have a similar section as the one shown below, (Change the values given in bold)

<add key="GW EJB JNDI NAME" value="
GWEJB#com.ofss.fcubs.gw.ejb.GWEIJBRemote "/>

<add key="GW_EJB CALL TYPE" value="REMOTE"/>

<add key="GW EJB CTX FACTORY"
value="weblogic.jndi.WLInitialContextFactory"/>

<add key="GW EJB SERVER URL" value="t3s://localhost:7102"/>
<add key="GW _EJB_ SECURITY PRINCIPAL" value=""/>
<add key="GW _EJB SECURITY CREDENTIALS" value=""/>

Edit GW_EJB_JNDI_NAME: Give the Gateway EJB JNDI name.
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Edit GW_EJB_CALL_TYPE: Give the LOCAL or REMOTE (must be in Upper Case) based on the way
EJB is to be referred from web service. If FCUBS Gateway EJB is deployed on same Weblogic
Application server then it should be REMOTE.

Edit GW_EJB_SERVER_URL: Give the application server URL where Gateway EJB is deployed.

Following are the parts that make this URL:

t3s://HostName:PortNumber

o

Protocol Host Name Weblogic Port

Protocol: This should be t3s as in WebLogic application server.
Server URL: This should be the IP address or fully qualified computer name (i.e. <computer
name>.<domain>) of the system where the application server is running on which Gateway EJB has
been deployed.
Port: This should be the same as request port mentioned in domain.xml file.
Edit following section in the
<SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSLOVAdService\config\ADOIM_Prop.xml file: (Change
the values given in bold )

<add key="MAKER ID" value="OIMUSER9"/>

<add key="HEAD OFFICE" value="CHO"/>

<add key="REQ SOURCE" value="IDM"/>

<add key="UBS OR IS" value="FCUBS"/>

<add key="LOGGER PATH"
value="D:/OIM/FCUBSProvisioningAdService/config/adoim logger.xml"/>
<add key="FCUBS_SPMI, ERROR _FILE"

value="D:/0IM/FCUBSProvisioningAdService/config/
FCUBS SPML ERROR.properties"/>

<add key="ADOIM MSG LOGGING ENABLED" value="N"/>
<add key="ADOIM MSG LOGGING PATH"

value="D:/OIM/FCUBSProvisioningAdService/log/" />
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Edit MAKER_ID: Give FCUBS user id that can serve as maker id for all OIM requests. Please ensure
that this id should be a valid user in FCUBS and should have rights for creating, authorizing and
modifying user.

Edit HEAD_OFFICE: Give the head office branch code.

Edit REQ_SOURCE: Give the external source name. Please ensure that maintenance of this external
source has been done in FCUBS.

Edit UBS_OR_IS: Give the application name to which the user need to be provisioned. The value will be
either FCUBS or FCIS.

Edit LOGGER_PATH: Give the logging configuration absolute path for adoim_logger.xml. This file is
residing in <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSProvisioningAdService\config folder.

Edit FCUBS_SPML_ERROR_FILE: Give the absolute path for fcubs_spml_error.properties. This file is
residing in < SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSProvisioningAdService\config folder.

Edit ADOIM_MSG_LOGGING_ENABLED: Give ‘Y’ if OIM request and response message is required to
be stored separately otherwise give ‘N”.

Edit ADOIM_MSG_LOGGING_PATH: Give the absolute path where OIM request—response will get
stored.

Note: As separator use forward slash instead of backward slash. Give “/” for at the end of the path.

Edit <SPMLADAPTER_INSTALL_DIR>\OIM\ FCUBSProvisioningAdService\config\adoim_logger.xml.
This XML file shall have a similar section as the one shown below, (Change the values given in bold)

<add key="ADOIM.LOGGER.FPATH" value="D:/OIM/FCUBSProvisioningAdService /log/"/>

Edit ADOIM.LOGGER.FPATH: Give the absolute path where log files will be stored. It is
recommended that mention the following path <SPMLADAPTER_INSTALL_DIR>/OIM/
FCUBSProvisioningAdService/log/

Note: As separator use forward slash instead of backward slash. Give “/” for at the end of the
path.

Remark: GW_EJB_SECURITY_PRINCIPAL & GW_EJB_SECURITY_CREDENTIALS can be update
using <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSProvisioningAdService\setup\ChangePassword.bat
or ChangePassword.sh

5.1.4.1.4 Building the Deployment Units for WINDOWS

5.1.4.1.4.1 Building FCUBSLOVAdService.ear

e Edit <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSLOVAdService\setup\WEBLOGIC\ build.xml
to set {server_home} entry to Weblogic Server installed directory

Eg: D:\Middleware\wlIserver_10.3
e Open a DOS command-prompt and change directory to, D:\OIM\FCUBSLOVAdService\
e Set PATH to JDK\bin and ANT\bin in the command prompt
e SetJAVA_HOME
e Change the directory to D:\OIM\FCUBSLOVAdService\setup\WEBLOGIC
e To execute the build file, type “ant” on the command-prompt and press enter.
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Above step creates an EAR file in D:\OIM\FCUBSLOVAdService\build with the name
FCUBSLOVAdService.ear

5.1.4.1.4.2 Building FCUBSProvisioningAdService.ear

e Edit <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSProvisioningAdService\setup\WEBLOGIC\build.xm| to set
{server_home} and {JAVA_HOME} entry to Weblogic Server installed directory and JDK Installed
directory.

Eg: D:\Middleware\wlserver_10.3

C:\Program Files\java\jdk1.7.0_51
e Change directory to, D:\OIM\FCUBSProvisioningAdService\setup\WEBLOGIC
e To execute the build file, type “ant” on the command-prompt and press enter.
Above step creates an EAR file in build D:\OIM\FCUBSProvisioningAdService folder with the name
FCUBSProvisioningAdService.ear
5.1.4.1.5 Building the Deployment Units for UNIX/ Linux

5.1.4.15.1 Building FCUBSLOVAdService.ear

e Modify {server_home} entry in the build.xml to where Weblogic Server is installed ( for example
/home/kernel/Middleware/wlserver_10.3)

e Open a UNIX shell prompt and change directory to, /home/OIM/FCUBSLOVAdService
e Set PATH environment variable with JDK/bin path and ANT\bin path in the command prompt.

e Change the directory to
<SPMLADAPTER_INSTALL_DIR>/FCUBSLOVAdService/setup/WEBLOGIC

e To execute the build file, type “ant” on the shell prompt and press enter.

Above step creates an EAR file in /home/kernel/OIM/FCUBSLOVAdService/build folder with the name
FCUBSLOVAdService.ear

5.1.4.15.2 Building FCUBSProvisioningAdService.ear

e Edit
<SPMLADAPTER_INSTALL_DIR>/OIM/FCUBSProvisioningAdService/setup/WEBLOGIC/build.x
ml to set {server_home} entry to Weblogic Server installed directory

Eg: home/Oracle/Middleware/wlserver_10.3

home/java/jdk1.7.0_51

e Change directory to, /home/kernel/OIM/FCUBSProvisioningAdService/setup/WEBLOGIC
e To execute the build file, type “ant” on the command-prompt and press enter.

Above step creates an EAR file in /home/kernel/OIM/FCUBSProvisioningAdService/build folder with the
name FCUBSProvisioningAdService.ear
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5.1.4.2 Deployment
Deploy FCUBSLOVAdService

Login to Administrative Console

Enter Weblogic administrator username/password and press Login.

ORACLE
WebLogic Server® 11g

Administration Console

Welcome

Login to work with the WebLogic Server domain

Username: \weblogic

Click on Deployments as shown in below screen.

ORACLE WebLogic Server® Adminisration Consals

ey @ Home LogOut Preferences [E] Record Help | [ & Welcome, weblogic ‘ Connected to: oim_domain
View changes and restarts Home >Summary of Deployments
Configuration editing is enabled. Future Home Page
changes will automatically be activated as you
modiy, add or delete items in this domain. - ion and
Domain Structure Helpful Tools General Information
= Configure appications = Commen Admiistration Task Descriptions
= Configure GridLink for RAC Data Source = Read the documentation
= Recent Task Status = Aska question on My Orade Suppart
» Set your console preferences » Orade Guardian Overview

= Orade Enterprise Manager

~ Domain €
Domain Services Interoperability
» Domain o Messaging ® WTC Servers
= VS Servers & Jolt Connection Pools
Environment = Store-and-Fornard Agents
» Servers = M5 Modules Diagnostics
How do .. C] » Clusters = Path Services ® LogFiles
» Bridges i !
o Searchthe configuration + Virtual Hosts ® Diagnostic Modules
o Use the Change Center + Migratable Targets « Data Sources * Diagnostic Images
Persistent Stor
+ Record WLST Sarpts + Coherence Servers * Persistent Stores  RequestPerformance
+ Coherence Clusters & XML Registries * Archives
+ Change Console preferences
+ Machines * XML Entity Caches & Context
& Manage Console extensions
+ Work Managers « Foreign INDI Providers ® SNMP
* Monitor servers
+ Startup And Shutdown Classes * Work Contexts
& jCoM
P —— =] i Charts and Graphs
Your Deployed Resources ® Mai Sessions o Monitoring Dashboard &
Health of Running Servers
« Deployments © FieT3
Faled (0) . TTA
Critical (3) Your Application’s Security Settings
[ Overloaded (0) + Security Reaims
Warning (0)
I oK (2)
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Click on the Install as shown below.

TP yym—— & 0 o]

Change Center &) Home Log Out Preferences [2] Record Help e} Welcome, weblogic | Connected to: oim_domain
Virw changes and restncts Home >Summary of Deployments

Canfiguration editing is enabled. Future Summary of Deployments

changes will automatically be activated as you

modify, add or delete items in this domain. Control || Monitaring

Domain Structure

oim_domain This page displays st of Java EE applications and stand-alone applcation modules that have been installed to this domain, Installed applications and modules can be started, stopped, updated

i Ermiranment (redeployed), or deleted from the domain by first selecting the appication name and using the contrals on this page.

eployments
~Services

~Security Realms
EH-Interoperability [ Customize this table
BI-Diagnostics

Toinstal a new application or module for deployment to targets in this domain, cick the Instal buttan.

Deployments

Showing 1 to 100f 90 Previous | Next

[ | mame & State | Health | Type Deployment Order
[ | WFadf.orade businesseditor(1.0,11.1.1.2.0) Active Library 100
How do 1. = [ | #Padf.orade. domain(1.0,11.1.1.2.0) T Library 100
® Inctall an Enterprise application
adf.crade. domain. webapp(1.0, 11, 1.1.2.0) Acti Lib 100
o Configure an Enterprise application B | & e orery
® Update (redeploy) an Enterprise application [ | @aaadapter Adive | oK Resource Adapter 324
o Startand stop a deployed Enterprise
application [ | = Epbu Adive | ok Enterprise Application 313
« WMonitor the modules of an Enterprise
application B [ composer Active @ 0K Enterprise Application 315
* Deploy E8 modules
o Install a Web application [7] | @@PbAdapter acive | oK Resource Adapter 322
B [RDefaultToDaTaskFlow Active @ 0K Enterprise Application 314
System Status =]
Health of Rurning Servers =] {@)0Ms Application (11.1.1.1.0) Active | POK Web Application 5
Failed (0) ] Actve | oK Enterprise Application 400
Critical (0)
[ Oveloaded Install a Showing 110 100f 90 Previous | Next
Warning (0)
I oK (2)

The following screen is displayed.

a. Click on upload your file(s)

ORACLE WebLogic Server® Adninsrion Conse B 00 o

Change Center @ Home Log Out Preferences [ Record Help ‘ Q Welcome, weblogic ‘ Connected to: oim_domain
View changes and restarts Heme >Summary of Deplayments >Summary of JDBC Data Sources >Summary of Deployments
Configuration editing is enabled. Future Install Application Assistant

changes wil automatically be activated as you
modify, add or delete items in this domain.

Next ‘ F | Cancel
Domain Structure Locate deployment to install and prepare for deployment
oim_domain -

Select the file path that represents the appiication root directory, archive fll, exploded archive drectory, or applcation module descriptor that you want to instal. You can also enter the path of
‘the application directory or fil in the Path field.

rvices Note: Only valid file paths are displayed below. If you cannot find your deployment fi onfirm that your application contains the required deployment descriptors.
#-Messaging
 Data Sources Path: 1123w 1036/NN Iser_proj im_domain
i~-Persistent Stores - -
~~Fareign INDI Providers Recently Used Paths: {none)
- Work Contexts Current Location: ofss220223.in.orade.com | scratch { app / ss01123 /11036 | NMiddlenare / user_projects / domains / oim_domain
--XML Registries L
~-XML Entity Caches Do
~-jCoM 5 config
~Mail Sessions 3 cervers
~Fil= T3 =
= soa
How do L. (3 oysman

« Start and stop a deployed Enterprise
application

Next

| Cancel
« Configure an Enterprise application

e Create a deployment pian

o Target an Enterprise application to a server

« Test the modules in an Enterprise application

System Status =]

Health of Running Servers

I Faled@
[ critical (@
[ overoaded (0)
[ waming (@)
I oK ()

Choose the enterprise archive file from the build path:
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<SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSLOVAdService\build\
a. Click on Next

ORACLE Weblogie Sarver® aammeraton oo 000 o

Change Center @ Home Log Out Preferences [ Record Help Q Welcome, weblogic | Cornected to: oim_domain
e e Home >Summary of Deployments >Summary of JDBC < »Summary of Deployments
Configuration editing is enabled. Future Install Application Assistant
anges will automatically be activated as you
modify, add or delete items in this domain. = ‘ = | ==
Degoinshmcher Upload a Deployment to the admin server
cim_domain
B-Environment.
~ Deployments Click the Browse button below to select an application or moduls on the machine from which you are currently browsing. When you have located the e, dick the Next button to upload this
h-gervices deployment to the Administration Server,
B-Messaging Deployment Archive: |
-Data Sources ploy! ldaplsra\OIM\FCUEISLOVAGSErvlce\hu\Id\FCUBBLOVAdSsMcs,earI Browse
r-Persistant Stores
~-Foreign INDI Providers Upload a depk plan (this step is optional)
~-Work Contexts
XML Registries A deployment plan s a configuration which can supplement the descriptors induded in the deployment archive, A ill work without a deployment plan, but you can alse upload &
AL Sty Corhes — deployment plan archive now. This deployment plan archive will be a directory of configuration information packaged as a .jar file. See related links for additional information about deployment plans.
~-jcom
Deplomest
Ml Sessions riscel Browse
~File T3 e
F—— 2 Back Cancel
& Startand stop 2 deployed Enterprise
application

Configure an Enterprise application

Create a deployment plan

Target an Enterprise applcation to a server

Test the modules in an Enterprise application

System Status B

Health of Running Servers

| Faled@
[ critical @
[ Overloaded @
I waming (@
I o< ()

Select the enterprises archive file FCUBSLOVAdService.ear
a. Click on Next

ORACLE WebLogic Server® Adminisrtan Consol ol

Change Center @ Home Log Out Preferences [2] Record Help Q Welcome,wehhgic‘cunnectedm: im_domain

View changes and restarts Home =Summary of Deployments >Summary of DBC Data
Messages

Sources =Summary of Deployments

Configuration edifing is enabled. Future
changes will automatically be activated as you

+ The file FCUBSLOVAdService .ear has been uploaded successfully to /scratch/app/sso1123/wl 1036 /NMiddiewarefuser_projects/domains/oim_domain/servers/AdmirServer jupload
madify, add or delete items in this domain.

Install Application Assistant
Domain Structure

aim_domain [=] Next | [ Finis | Cancel
Environment
Deployments Locate deployment to install and prepare for deployment
S
r,“;;:sagm Select the il path that represents the application roat directory, archive fle, exploded archive directary, or application module descriptor that you want to instal, You can also enter the path of

the application directory or file in the Path field
~Data Sources

i--Persistent Stores Note: Only valid file paths are displayed below. If you cannot find your deployment files, upload your file(s) andfor confirm that your application contains the required deployment descriptors.
~Foreign JNDI Providers
~Work Contexts Path: /scratch/app/sso1123/wl1036/NMiddleware/user_projects/domains/oim_domain/servers/AdminServer/upload/FCUBSLOVAdSemvice.¢
~XML Registries Jsed
“XML Entity Caches i Paths: G
~jcom Current Location: ofss220223.in.oracle.com [ scratch f app [ ss01123 w1036 / NMiddleware [ user_projects / domains / oim_domain { servers f AdminServer [ upload
~Mail Sessions B FCUBSLOVAdServi .
i_ioFleT3 ce.ea
How do L. =]

5| Cancel

+ Startand stop a deployed Enterprise
application

« Configure an Enterprise application
« Create a deployment plan
« Target an Enterprise application to 3 server

 Test the modules in an Enterprise appication

System Status E]

Health of Running Servers

[ Faled@
[ ciitcal ()
[ Overloaded (0)
[ wamng(0)
I Ok (2)
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The following screen is displayed.

a. Select — Install this deployment as an application.

b. Click on Next.

ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts
Configuration eiting is enabled. Future

changes wil automatically be activated as you
modify, add or delete items in this domain.

Domain Structure
oim_domain o

“Services
-Messaging

~-Data Sources
i~Persistent Stores
~-Foreign JNDI Providers
“Work Contexts

~-XML Registries

“-XML Entity Caches

~-jCOM

~Mail Sessions

~File T3 =
Howdo L. g

o Start and stop 2 deployed Enterprise
application

* Configure an Enterprise application
e Create a deployment pian
o Target an Enterprise application to a server

« Test the modules in an Enterprise application

) Home Log Out Preferences [&] Record Help Q

Home >Summary of Deployments »Summary of JDBC Data Sources =Summary of Deployments
Install Application Assistant
Back | | Next ‘ Finis | Cancel

Choose targeting style

Targets are the servers, clusters, and virtual hosts on which this deployment willrun, There are several ways you can target an application.

@ Install this deployment as an application
The application and its components will be targeted to the same locations, This is the most common usage.

() Install this deployment as a library

Application libraries are deployments that are avalable for other deployments to share. Libraries should be avaliable on all of the targets running their referencing applications.

Back | | Next ‘: s |Cam:el

Welcome, weblogic ‘ Connected to: oim_domain

System Status =]

Health of Running Servers

I Faled@
[ critical (@
[ Overloaded (0)
[ waming(@
I oK ()

The following screen is displayed.

a. Select the Application Server Instance in which the FCUBSLOVAdService needs to be
deployed.

b. Click on Next.
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ORACLE webLogic Server® Administration Console

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes wil automatically be actvated as you
modify, add or delete items in this domain.

Domain Structure
o

“Services

B-Messaging

~Data Sources
ersistent Stares
oreign JNDI Providers
~Work Contexts

XML Registries

XML Entity Caches
~jCOM

~-Mail Sessions

@ Home Log Out Preferences 2 Record Help Q

Home Summary of Deployments »Summzry of IDEC Data Sources »Summary of Deployments

Install Application Assistant

Back | | Next | ‘Canca\

Select deployment targets

Select the servers andjor dusters to which you want to deploy this applicstion. {You can reconfigure deployment targets later).
Available targets for FCUBSLOVAdService :

Servers

[7] Adminserver

oim_serverl

~File T3 -

How do L. 8

Start and stop 2 deployed Enterprise
application

Configure an Enterprise application

+ Create a deployment pian

Target an Enterprise application to a server

Test the moduies in 2n Enterprise application

[ soa_servert

Back Cancel

Welcome, weblogic ‘ Connectzd to: oim_domain

System Status B

Health of Runring Servers

I Faed(®
[ citcal @
[ Overloaded (0)
[ Waming (@
I K (2
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The following screen is displayed.
b. Click on Finish.

ORACLE WabLogie Server® mammaraton comeee B O]

Change Center @) Home LogOut Preferences [2] Record Help Q W:k:ome,wehlogic‘cannectedm: oim_domain

View changes and restarts Home »Summary of Deployments >Summary of JDBC Dat: ces >Summary of Deployments

Configuration editing is enabled. Future Install Application Assistant
changes wil automatically be activated s you

macify, add or delete items in this domain. Eack | et | cancel

Domain Structure Optional Settings

oim_domain
B Environment You can modify these settings or accept the defauits
~-Deployments General
i
" w 2
-Messaging What do you want to name this deployment?

~Data Sources Name:

-~ Persistent Stores me: FCUBSLOVAdSenice

~Foreign JNDI Providers .

~Wark Contexts Security

XML Registries What security model do you want to use with this application?

~XML Entity Caches

icomM @ DD Only: Use only roles and policies that are defined in the deployment descriptors.

~Mail Sessions h

~File T3

. g ) Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment descriptor.
How do L..
. SW‘t a:d stop & deployed Enterpris () Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

appiication

» Configure an Enterprise application
+ Craste a deployment pan () Advanced: Use a custom model that you h on the realm" ion page.
* Target an Enterprise application to a server Source accessibility

* Test the modulesin an Enterprise appication How should the source files be made accessible?

System Status = @ Use the defaults defined by the deployment’s targets

Health of Running Servers
Recommended selection,
| Failed (0)

[ Critical (0) () Copy this application onto every target for me
Overloadzd (0)

[ wwarning ) During deployment, the fies wil be copied autematically to the managed servers to which the application is targeted.

I ok () ) 1will make the deployment accessible from the following location

Location: /scratch/app/sso1123/wl1036/NMiddleware/user_projects:

Deploy FCUBSProvisioningAdService

If the GW_EJB_CALL_TYPE is set as REMOTE in the ADOIM_Prop.xml then follow the same step as
above (Section 5.1.4.2.1) to deploy the FCUBSProvisioningAdService web service with following changes

e Select the ear file from the path <SPMLADAPTER_INSTALL_DIR>\OIM\
FCUBSProvisioningAdService\build\FCUBSProvisioningAdService.ear

e Give the application name as FCUBSProvisioningAdService.
If the GW_EJB_CALL_TYPE is set as REMOTE in the ADOIM_Prop.xml, follow the below steps

The following screen is displayed.

1. Make sure that Gateway EJB bean has been deployed there as shown in below screen shot.
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ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

Welcome, weblogic ‘ Connected to

& Home LogOut Preferences Record Help

_doms

Home >Summary of Deployments >Summary of JDBC Data Sources >Summary of Deployments >GWEIB »Summary of Deploymants >GWEJR >Summary of JDBC Dt Sources >Summary of Deployments

Summary of Deployments

Control | Monitoring

aim._domain & This page displays a list of Java EE applications and stand-alone application mocules that have been installed to this domain. Instaled applications and modules can be started, stopped, updated
i = (redeployed), or deleted from the domain by first selecting the application name and using the controls on this page.
B-Environment
~Deployments To install a new application or module for deployment to targets in this domain, dick the Install button.
rvi
*-Messaging
~-Data Sources ¥ Customize this table
--Persistent Stores
--Foreign JNDI Providers Deployments
~Work Contexts
XML Registries L Install Showing 11 to 200f 32 Previous | Next
~-XML Entity Caches
~jcom [] | Mame & State Health | Tyy ] ploy Order
- Mal Sessions Sort table by Type
~File T3 5 [ | ifyemai Active Library 100
=]
How do T... [ | wyemas Active Library 100
e Install an Enterprise application
emcore Acti Lib 100
® Configure an Enterprise application o[ ctve orary
® Update (redeploy) an Enterprise application & RFcussLovadservice o o 0K Enterprise Application .
® Startand stop a deployed Enterprise
application [F] | @Fileadapter Active & oK Resource Adapter 321
® Monitor the modules of an Enterprise
application ] ERFMw Welcome Page Application (11.1.0.0.0) Active ¥ oK Enterprise Application 5
o Deploy EJB modules
s Install & Web application [ | @FtrAdapter Active ¥ oK Resource Adapter 325
—
B [REE Active ¥ oK Enterprise Application 100
System Status =]
Health of Running Servers = Modules
Failed (0) {$jGW_FI8_Bean.jar EI6 Module
Critical (0) SEms
Overloaded (0) I GWEIB_GW_EB_Bean EB
Warning (0) —
I oK (3) [l Web Services
Naoe to displa,

Refer 5.1.4.2.1 to know more about the deployment steps.

2. Choose the enterprise archive file Path from the build path:

<SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSProvisioningAdService\build\

3. Select the enterprises archive file FCUBSProvisioningAdService.ear

4. Click on Finish.

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes wil automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

oim_domain -
B+H-Environment

“Deployments

~Services

[BF-Messaging

~Work Contexts

XML Registries

ML Entity Caches
~JCOM

~Mail Sessions
~-Fila T3

al [g

How do L..

 Start and stop 2 deployed Enterprise
applcation

Configure an Enterprise application

Create a deployment plan

Target an Enterprise application to a server

Test the modules in an Enterprise application

System Status =

Health of Running Servers

[ Faled(®
I critieal ()
[ Overloaded (@)
I waming (@
I x (3

@ Home Log Out Preferences Welcnme,wehlugic‘cnnnechedm

Record Help

m_domain
Hame >Summary of Deployments »Summary of JDBC Data Sources »Summary of Deployments >G

EJ8 »Summary of Deployments >GWEJB >Summary of JDEG Data Scurces >Summary of Deployments

Install Application Assistant

Back | | Next Cancel

‘Optional Settings
You can modify these settings or accept the defaults
General

What do you want to name this deployment?

FCUBSProvisioningAdSenvice
Security

What security model do you want to use with this applcation?

DD Only: Use only roles and policies that are defined in the deployment descriptors.

Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment descriptor.

Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

Advanced: Use a custom model that you h; the realm’: i

page.
Source accessibility

How should the source files be made accessible?

Use the defaults defined by the deployment's targets

Recommended selection.

Copy this application onto every target for me

During deployment, the files will be copied automatically to the managed servers to which the application is targeted.

1will make the deployment accessible from the following location

pp: 1123/wl1036/ _projects:
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5.1.5 Build GWEJB

To execute the FCUBS Installer for GWEJB build following folder/files should be created/copied at
\ADAPTERS\OIM\FCUBSGW along with the compiled sources.

e MAIN (Blank folder)
e FCHome.ini (copy from OSDC sources, file will be present at parallel to ADAPTERS folder)

After this GWEJB ear can be build with the source location as \AADAPTERS\OIM\FCUBSGW .
For GWEJB build kindly refer the doc Gateway EAR_Building.doc .

Deploy the created GWEJB ear in OIM server.

5.1.6 OIM Setup

Prerequisite: Oracle Identity Server & Oracle Design Console.
OIM side setup should be done on the system where OIM server is running. This setup includes

Java code deployment of OIM’s pre-populate adapter, entity adapter and schedule task & importing
integration specific configuration files into OIM.
The following steps to be followed to do the initial environment setup:
5.1.6.1 Copy following folders from the FCUBS Software Release area
e <FCUBS Release Name>\ADAPTERS\OIM\OIM-Config
e <FCUBS RELEASE NAME>\ADAPTERS\OIM\setup

to local machine (say D:\OIM for WINDOWS or /home/kernel/OIM for UNIX).
5.1.6.2 Building the Lookup Search Scheduled Task deployment units for WINDOWS.

e Change directory to, D:\OIM\OIM-Config\Sch-Task\setup

e Modify the OIM_SERVER_INSTALL_DIR entry in the build.xml to where OIM Server is installed (
for example D:\Oracle\Middleware\weblogic\Oracle_IDM1) and JAVA_HOME entry.

¢ Inthe below section of build.xml change the WSDL location hostname and port.
<exec executable="${JAVA_ HOME}/bin/wsimport">

<arg line="-keep -p com.iflex.fcubs.integration.oim.ws.client http://
<hostname>:<port>/FCUBSLOVAdService/[FCUBSLOVAdServiceSEI?WSDL"/>

</exec>

e To execute the build file, type “ant” on the command-prompt and press enter.

Above step creates a JAR file in D:\OIM\OIM-Config\Sch-Task\build\ FCUBSLOVSchTask folder with
the name FCUBSLOVSchTask.Jar

e Copy this FCUBSLOVSchTask.Jar to the <OIM_SERVER_INSTALL_DIR>\server\ScheduleTask
folder and <OIM_SERVER_INSTALL_DIR>\server\apps\oim.ear\APP-INF\lib

5.1.6.3 Building the Lookup Search Scheduled Task deployment units for UNIX

e Change directory to /home/kernel/OIM/OIM-Config/Sch-Task/setup

e Modify the OIM_SERVER_INSTALL_DIR entry in the build.xml to where OIM Server is installed (
for example /Oracle/Middleware/weblogic/Oracle_IDM1 ) and JAVA_HOME entry.
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e Inthe below section of build.xml change the WSDL location hostname and port.
<exec executable="${JAVA_ HOME}/bin/wsimport">

<arg line="-keep -p com.iflex.fcubs.integration.oim.ws.client
http://<hostname>:<port>/FCUBSLOVAdService/FCUBSLOVAdServiceSEI?WSDL"/>

</exec>

e To execute the build file, type “ant” on the shell and press enter.

Above step creates a JAR file in /home/kernel/OIM/OIM-Config/Sch-Task/build/FCUBSLOVSchTask
folder with the name FCUBSLOVSchTask.Jar

e Copy this FCUBSLOVSchTask.Jar to the <OIM_SERVER_INSTALL_DIR>/server/ScheduleTask
folder and <OIM_SERVER_INSTALL_DIR>/server/apps/oim.ear/APP-INF/lib

5.1.6.4 Deployment of Pre-population Adapters
Below Steps will be valid In case of different name used to create the form in 5.1.5.35

¢ Change the directory to

<AdapterSource>/OIM/OIM-Config/PrePopulateAdapter

e Edit the plugin.xml and update the FlexcubeForm into the form name entered in 5.1.5.35
<?xml version="1.0" encoding="UTF-8" ?>
<oimplugins xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<plugins pluginpoint="oracle.iam.request.plugins.PrePopulationAdapter">
<plugin pluginclass="com.oracle.oim.utility.eventhandler.UserIDPrepopulateAdapter" version="1.0"
name="UserIDPrepopulateAdapter">
<metadata name="PrePopulationAdapater">
<value>FlexcubeForm::USERID</value>
</metadata>
</plugin>
<plugin pluginclass="com.oracle.oim.utility.eventhandler.UserNamePrepopulateAdapter" version="1.0"
name="UserNamePrepopulateAdapter">
<metadata name="PrePopulationAdapater">
<value>FlexcubeForm::USERNAME</value>
</metadata>
</plugin>
<plugin pluginclass="com.oracle.oim.utility.eventhandler.UserPasswordPrepopulateAdapter" version="1.0"

name="UserPasswordPrepopulateAdapter">

ORACLE



<metadata name="PrePopulationAdapater">
<value>FlexcubeForm::USERPASSWORD</value>
</metadata>
</plugin>
<plugin pluginclass="com.oracle.oim.utility.eventhandler.EmailPrepopulateAdapter" version="1.0"
name="EmailPrepopulateAdapter">
<metadata name="PrePopulationAdapater">
<value>FlexcubeForm::EMAIL</value>
</metadata>
</plugin>
<plugin pluginclass="com.oracle.oim.utility.eventhandler.LdapUserPrepopulateAdapter" version="1.0"
name="LdapUserPrepopulateAdapter">
<metadata name="PrePopulationAdapater">
<value>FlexcubeForm::LDAPUSR</value>
</metadata>
</plugin>
<plugin pluginclass="com.oracle.oim.utility.eventhandler.StartDatePrepopulateAdapter" version="1.0"
name="StartDatePrepopulateAdapter">
<metadata name="PrePopulationAdapater">
<value>FlexcubeForm::STARTDATE</value>
</metadata>
</plugin>
</plugins>
<plugins pluginpoint="oracle.iam.platform.kernel.spi.EventHandler">

<plugin pluginclass="com.oracle.oim.utility.eventhandler.UserPasswordPreProcessHandler" version="1.0"
name="UserPasswordPreProcessHandler"></plugin>
</plugins>
</oimplugins>

Change the directory to

<AdapterSource>/OIM/OIM-Config/PrePopulateAdapter /setup

Modify the OIM_SERVER_INSTALL_DIR entry in the build.xml to where OIM Server is installed (
for example D:\Oracle\Middleware\weblogic\Oracle IDM1) and JAVA_HOME entry
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To

e To execute the build file, type “ant” on the shell and press enter.

Above step creates a zip file in <AdapterSource>/OIM/OIM-Config/PrePopulateAdapter/build/ folder
with the name prepopulateadapter.zip

Copy the <AdapterSource>/OIM/OIM-Config/PrePopulateAdapter/build/prepopulateadapter.zip
into <OIM_SERVER_INSTALL_DIR>/server/plugins/

<OIM_SERVER_INSTALL_DIR>/server/plugin_utility/ant.properties should be changed from
e e e e

## The installation directory for WLS or WAS
e

#wls.home=@wls_home

#was.home=@was_home

B HHH R R
# The OIM server directory for OIM. For example: MW_HOME/Oracle_IDM1/server
BHHHH R

#oim.home@oim_home

BHHHH R R R
#login file name with path for WAS or WLS
B R
#login.config=${oim.home}/config/authwl.conf

#login.config=${oim.home}/config/authws.conf

B R R R R A A AR AR A
# Represents the directory where Oracle Fusion Middleware is installed.
B R R A R A A A

#mw.home=@mw_home

B T T T T R R

## The installation directory for WLS or WAS

IR TR RN TR R TR T NIRRT NIRRT R R IR TR TR TR TR TR R TR TR TN T N N TN TN TN TR TR TR TR TR TR TR TR T R TR T R TN TN N TN N TN TN TN TN TR TRT]
HHHHH R AR

wls.home=<Installation_DIR>/Middleware/wlserver_10.3

#was.home=@was_home
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HHHHHHEH R
# The OIM server directory for OIM. For example: MW_HOME/Oracle_IDM1/server
HHHHHHEH R R

oim.home=<OIM_INSTALLATION_DIR>/server/

BHHHH R R
#login file name with path for WAS or WLS

BHHHHH R
login.config=${oim.home}/config/authwl.conf

#login.config=${oim.home}/config/authws.conf

BHHHH R
# Represents the directory where Oracle Fusion Middleware is installed.
BHHHH T

mw.home=<Installation_DIR>/Middleware
e Setthe ANT_HOME & JAVA_HOME
e In Command Prompt / SHELL type the below command and Press Enter
e ant-f pluginregistration.xml register
e Following Information has to be provided

> OIM Admin User — xelsysadm

> OIM Admin User — Password

> OIM Admin server URL : t3://hostname:portname
> Full path of adapter which needs to be imported

<OIM_SERVER_INSTALL_DIR>/server/plugins/prepopulateadapter.zip
e Result will be displayed like

Plugin com.oracle.oim.utility.eventhandler.LdapUserPrepopulateAdapter version 1.0 Registered
Plugin com.oracle.oim.utility.eventhandler.UserIDPrepopulateAdapter version 1.0 Registered

Plugin com.oracle.oim.utility.eventhandler.StartDatePrepopulateAdapter version 1.0 Registered
Plugin com.oracle.oim.utility.eventhandler.UserNamePrepopulateAdapter version 1.0 Registered
Plugin com.oracle.oim.utility.eventhandler.UserPasswordPrepopulateadapter version 1.0 Registered
Plugin com.oracle.oim.utility.eventhandler.EmailPrepopulateAdapter version 1.0 Registered

Plugin com.oracle.oim.utility.eventhandler.UserPasswordPreProcessHandler version 1.0 Registered

e Modify the weblogic.properties under < OIM_SERVER_INSTALL_DIR >/server/bin
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wls_servername=@servername
application_name=@appname
metadata_from_loc=@metadata_from_loc

to
wls_servername=oim_serverl
application_name=0OIMMetadata

metadata_from_loc=<AdapterSource>/0IM/OIM-Config/PrePopulateAdapter/oim

Type sh weblogiclmportMetadata.sh in shell or weblogiclImportMeteData.bat in command
prompt and press enter to execute the command.

You have to enter Weblogic Admin Server — user name, password and URL ( like
t3://localhost:7001 )

Type sh PurgeCache.sh all in shell or PurgeCache.bat all in command prompt and press enter
to execute the command.

Now you have to enter oim admin user name ( xelsysadm ), password and oim server URL ( like
t3://localhost:14000 )

Restart the OIM Server to impact the changes done.

5.1.6.5 Create folders for Reconciliation

For reconciliation, there should be different folder for staging files (yet to be reconciled) and for
processed files (after reconciliation). These folders can be anywhere that OIM should able to
access. If it is other than the OIM server system then that network path should be mapped as
network drive.

Create folder to keep staging file, for example

<OIM_SERVER_INSTALL_DIR>\xellerate\GTC\Recon\Staging

Create folder to keep processed file, for example

<OIM_SERVER_INSTALL_DIR>\xellerate\GTC\Recon\Archive

5.1.6.6 Importing Configuration Files

This step involves import of integration specific configuration files into OIM using OIM provided
Deployment Manager.

Prerequisite: Ensure that OIM setup steps have been followed properly.

Note: Do the import in the same order as it is described below.

Open the Oracle Identity Manager Administrative console. (Give the following URL in the browser:
http://<hostname>:<oimport>/sysadmin)

Login to Administrative Console

Enter OIM administrator username/password and press Sign In.
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Click on Import option under System Configuration.

ORACLE’ Identity System Administration

& Role o
@ catalog

4 System Configuration
a Home Organization Policy
[ Self Senice Capabilities
@8 Lookups
(55 Role Categories
@ scheduler
L) notification
059 Configuration Properties

1% Import

| Export

i

4 Upgrade
[&) upgrade User Form

&} Unarade Role Form

& Upgrade Organization Form L4
Upgrade Application Instance

« . r

Accessibility Sandboxes  Help  Sign Out

The following screen will get displayed with Add File option.

a. Select Lookup.xml file from the folder <SPMLADAPTER_INSTALL_DIR>\OIM\OIM-

Config\Screens-Config.
b. Click on Open.

Deployment Manager - Import

Click Add File to acd more files.

Current Selections
Import Files v

A, 4| Select a file for import.
por
- e -

Date modified Type

Objects Remaved From Import

4/13/20163:51 PM XML Docu

Missing Dependencies To Create

Substitutions v
o A Lookin: || Screens-Corfig
IT Resources v - Name
& Acd &% (=] Lookupaml
Hew Roles v Recent Places
& Adkd... =
Desktop
Libraries
LY
Computer
",
@
Network
File name:
Files of type

We will get File preview screen
a. Click on Add file.
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Deployment Manager - Import

Summary

Import Files v
4 Add..

Substitutions v
4 Add

IT Resourees: v
< Add

Hew Roles v
4 Add.

Current Selections

O Deployment Manager

File Preview

Flexcubelookup

Exported Fromt j

File Narme: Lookup.sml
Exported By: XELSVSADM

Export Date: August 20, 2014 2:54:44 PM
Export Uity Version: 2.0.24

Cancel

<< Back N |

Add File

Objects Remaved From Import

Missing Dependencies To Create

Click on Add File

Deployment Manager - Import

Click Add File to add more files.

Summary v
Al 3
S Lookup: 3
Impart Files v
Loakup xml
5 Add
Substitutions v
3 Add.
IT Resources v
5 Add
New Roles v
4 Add.

Current Selections

£ Lookup.FLEX. TimeLevel J§i
47 Lookup.FLEX.BranchCode Jil
#Z Lookup.FLEX.UserLanguage 1

| I

Import

Objects Removed From Import

Missing Dependencies To Create

Select SchTask.xml file from the folder

<SPMLADAPTER_INSTALL_DIR>\OIM\OIM-Config\Sch-Tasks\Config-XML.

a. Click on Open.
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Deployment Manager - Import

Click Add File fo add more files.

Summary v
Yy Current Selections:
ety 47 LooKup ELEY. Tinaal auat 1
" Lacky .
& Lookyl

Import Files v Lookin: | Corfig-XML - &
Mg 2 Name ‘ Date modified Type
o = 2 SchTaskxml 4/13/2016 3:51 PM XML Doc
Substitutions: v Recent Places
% Add .
IT Resources v
% Add Desktop
Hew Roles v -
% Add ¥

Libraries.

LY

Computer

o 0 v

Network
File name: SchTaskoml -

Fiesoftype: Al Fes () -

Objects Removed From Import

Missing Dependencies To Create

We will get File preview screen
a. Click on Add file.

Deployment Manager - Import

Click Addd File to add more files

Objects Removed From Import
7 Lookup.FCUBS. TimeL evel J§
E)P5|FLEX _UsrLang_SchTask S
[5FLEX UstLang_SchTask S
ookup.FCUBS.BranchCode
lookup.FCUBS.UserLanguage I
FLEX_BranchCode_SchTask /I

Summary v
T Current
Pl % Lookup.FLEX. TimeLevel S
% Lookup.FLEX.BranchCode I
F Lookup.FLEX.UserLanguage I
Import Files v
Lookup i O Deployment M:
< A
r
& S, File Preview
IT Resources b FlexcubeScheduledTasks
& S,
New Roles v File Name: SchTaskcaml
< A Exported By: XELSYSADM

Export Date: August 20, 2014 2:
Export Lty version: 2.0.2.4
Exported From: jdbc:oraclecthin:@ofss220246:1521/0r acle 119550

53 PM

JFLEX_BranchCode_SchTask Ji

Dependencies To Create

<< Biack | I AddFie |
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Click on Import.

Current Setections

S5 Lk LK. ot 38

£ FLEX_Usriang_SenTasi
7 rLER_UsrLan:

- FlEw
T

w ~

EeT

How Rolss -

W Ada

[ Adle File ) impart

Deployment Manager - Import

Oujects Removed From impert
e RR——— T
£ LookUp.FCUBS.BranchCode [
5 Lookup.F CUBS. Usor L angusge S8

MIssIng Dependensies To Greate

Above will prompt for Import Confirmation

a. Click on Import to start import.

Deployment Manager - Import

Click el File to add mare file:

Add File Import

S e Current Selections Objects Removed From Import
o 2 /7 Lookup.FLEX.TimeLevel [
! E7]FLEX_UsrLang_SehTask
FAleted [E7FLEX UsrLang_SchTask JB
P Scheduled Task: 2 7 Lookup FLEX BranehCode JJi
EP|FLEX_BranchCode_SehTask I
Import Files v [7FLEX_BranchCode_SchTask Ji
SchTaskxml 7 Lookup FLEX UserLanguage
Lt O Confirmation
 Add
Substitutions. Are you sure you want to import the selections?
 Add Missing Dependencies To Create
IT Resources:
o Acd
Hew Roles v
& Add..
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On successful import following screen will come.

a. Ensure that import is successful and click on ok.

Deployment Manager - Import

Click Ackd File 10 sl more files.

Summary
AT
w2
£ Lookup: 3

) Scheduled Task: 2

Import Files

Schlask il
Logkup zml
4 Add

4 Add

IT Resources

4 Add
Hew Roles

P Add

Current Selections

£ Lookup.FLEX.TimeLevel [
B 7¥|FLEX _UsrLang_SchTask /8
[5JFLEX_UstLany_SchTask J
47 Lookup.FLEX.BranchCode I
B 75|FLEX_BranchCode_SchTask i
[EJFLEX_BranchCode_SchTask

Ifyou are importing forms with encrypted atributes for a clustered configuration, then restart all nodes ofthe cluster

Objects Removed From Inport

Import successiul

ing Dependencies To Create

The following screen will get displayed.
a. Click on Add File.

Deployment Manager - Import

Click Al File to addl more files.

Summary

Import Files

4 Add
Substitutions

& Add

IT Resources

4 Add
Hew Roles

& Add

Current Selections:

Objects Remoued Frem Import

Missing Dependencies To Create
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Open file window will get appeared.

b. Select GTC.xml file from the folder <SPMLADAPTER_INSTALL_DIR>\OIM\OIM-
Config\GTC-Config\.

c. Click on Open.

Deployment Manager - Import

Click Acd File to add mare files.

ation
Summary
Current Selections Objects Removed From Import
Import Files v
Substitutions v
& Add Lookin: | GTCConfig - Q%P Er
IT Resources v T Name : Date modified Type
# Add. = (=] 6TCxml 4/13/2016 351 PM_ XML Doct
Hew Roles v Recent Places
== |
Desktop
Missing Dependencies To Create
Libraries
LY
Computer
.
L~ < i, G
Network
e e .
Files of type: [ Fies -5 - Cancel

We will get File preview screen
d. Click on Add file.

Deployment Manager - Import

(Click Adkd File to acdl mare files

Summary

- Current Selections Objects Removed From Import
Import Files

& Al
Substitutions v
- Ackd

© Deployment Manager

IT Resources A File Preview
& Ade...

Hew Roles v
& Al

Flexcube

File Neme: GTC.xml
Exparted By: XELSYSADM
Export Date: August 20, 2014 6:35:17 PM
Export Uity \ersion: 2.0.2:1 Missing Dependencies To Create
Exported From: j g

e ]
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Next screen will be the substitution screen.

e.

f.

If the GTC is imported first time then click on Next.

If GTC have been already imported once successfully, change the Version name for example

UD_FLEXCUBE Version

Click on Next.

= FLEXCUBE V2.

Deployment Manager - Import

Click Adted File to addl more files.

Summary. v

D = Current Selections
4 ddd

Substitutions v

- A

IT Resources v

- e

Hew Roles v

A A

© Deployment Manager - Import

Substitutions
Provide the SUBSHIUNONS for the usersioroups (Optianal)

Type Current Hame:
Role SYSTEM ADMINISTRATORS
User XELSVSADM

Rale SELF OPERATORS
Rale ALL USERS

Hew Hame

UD_FLEXCLIBE Version 2[ac7|

Cancel Substitution

=

Objects Removed From Import

Missing Dependencies To Create

Above will prompt for substitution Confirmation

h.

If any value has been changed on previous screen it will list those substitution otherwise
below screen will get displayed. Click on Next.

Deployment Manager - Import

Click Acd File to add mare files.

Summary

\mport Files : Current Selections
- Add,

Substitutions v

- Add

IT Resources v

- Add.

Hew Roles v

- Add

© Confirmation

Confirmation

Are yDU Sure you want to make the following substitutions?

Type Current Hame Hew Hame
UD_FLEXCUBE Wersion 2.Jc2
Cancel Substitution [ == Back | | et

Objects Removed From Import

Missing Dependencies To Create:
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Next, Provide IT resource instance data screen will get displayed.
i. Ensure that the green arrow should point to FLEXCUBE_GTC.

j-  Provide followings to the right hand table:

Parameter Name Parameter Value

SPML_targetIiD FLEXCUBE

SharedDrive_filePrefix SMOIMHOFF

SharedDrive_stageDirParent | Full path of the staging folder created in step 4 of OIM
setup
Eg: /home/Oracle/Oracle/Middleware/FCUBS-OIM-
Config/Staging

Webservices_webserviceURL | Provisioning web service
FCUBSProvisioningAdService URL deployed in step
.Typically it should be like
https://<hostName>:<port>/FCUBSProvisioningAdServi
ce/FCUBSProvisioningAdServiceSEI

Eg:
https://ofss000000:14001/FCUBSProvisioningAdServic
e/FCUBSProvisioningAdServiceSEl

SharedDrive_archiveDir Full path of the archiving folder created in step 4 of
OIM setup
Eg: /home/Oracle/Oracle/Middleware/FCUBS-OIM-
Config/Archive

SharedDrive_delimeter , [Comma]

SharedDrive_uniqueAttrPare | USERID
nt

k. Click on Next.
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O Deployment Manager

Provide IT Resource Instance Data.

O FLEXCUBE_GTC
P FLEXCUBE_GTC MW

== Mewy Instance==

FLEXCUBE_GTC

Parameter Hame

Parameter VWalue

SharedDrive_unigueAttrParent

USERID

SPML_userMame

SPML_targetiD

FLEXCLIEE

WehServices _webServicelUREL

hitps: Mofss2 20607 in.orac

SPML _userPassword

11

SharedDrive_stageDirParent

Jzcratchiovark_area/DEGH]

SharedDrive _stageDirbutval

SharedDrive_fixedMicdth

SharedDrive_archiveDir

fzcratchiovark_ares/DEGH]

Timestamp

Cancel IT Rezource Modification ] [

== Back l [ Skip ] [

Meet |

O Deployment Manager

FProvide IT Resource Instance Data.

L FLEXCUBE_GTC
P FLEXCUBE_GTC S

== Mewy Instances=:=

FLEXCUBE_GTC

Paramieter Hame

Parameter Value

WiehServices _webZervicelRL

hitps: Hofss 220607 in.orac

SPML_userPasswword

SharedDrive _stageDirParent

Izcratchivork _areaDBGH]

SharedDrive_stageDirbulval

SharedDrive_fixedicth

SharedDrive _archivelDir

Iscratchiwork_areaDBEGI] —

Timestamg

SharedDrive_delimiter

SharedDrive_whether TabDelimited

SharedDrive_filePrefix

SMCIMHOFF e

Cancel IT Resource Modification ] [

== Back l [ Shkip l I

Mext | |
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The following screen will get displayed.
I.  Click on Skip.

Deployment Manager - Import

Click Ackl Fileto addl more tiles.

Summary

Current Selections Objects Removed From Import
Import Files
s O Deplayment Manager
Substitutions v

Provide IT Resouree Instance Data

- Add
IT Resources v " FLEXCUBE_GTC Provide the name of the IT resource instance to be created.
# Add FLEXCUBE_GTC Instance Narne:
Hew Roles v P <= New Instance=
- Add, Parameter Hame. Parameter Value

SharesDrive_LnigueattrParent
SPML_userhiame
SPML_targetD
WebServices_webServicelRL

[

Missing Dependencies To Create

SPhL_userPassword
SharesDrive_stageDirParent
SharedDrive_stageDirhuitval
SharedDrive_fixedicth

ool Resorce toatcaion | [ wmet [ e ) e

A confirmation window for parameter values will get displayed.

m. Confirm the values and click on View Selections.

Deployment Manager - Import

Click Add File to add more fles

mation  Reset  Legend

Summary v
. Current Selections Objects Removed From Import
Import Files v
5 Add
Substitutions v
fad [
* O Confirmation
IT Resources v
5 Add.
HewPoles hd Confirmation
- Add

Parameters have been provided for the fallowing |T resources
B FLEXCUBE_GTC e
B GFLEXCUBE_GTC S
SheredDrive_unioueAttrParert. USERID

Timestamp:

Missing Dependencies To Create

i

SharedDrive_dslimiter: ,
SharecDrive_whetherTabDelmites:

SPML_targetil: FLEXCUBE
ShearedDrive_fizedicth:

SPML_userPassward:

Cancel T Resource Modification << Back | WView Selections

We will get Selection screen that will show all components of GTC.

n. Make sure that there should be no items in Missing Dependencies to create box on right
below of the screen. If so, probably some previous imports has been missed out or not
imported successfully. Repeat the earlier imports again.

0. Otherwise click on Import.
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Deployment Manager - Import

Click Add File to add more files

Summany

1
(71T Resource Defintion: 1
@l Resource: 1

58 Task Adapter: 2
“&|Process Form: 1

Ertity Publication: 2

[ ~pplication Instancs: 1
[ seneric Connector: 1
3

1

1

1

1

1

1

Organization:

[GEIT Resource:

Password Policy:

(5 Data Object Definttion:

1 Process

| Scheduled Task:

Import Files

GTCxml
4 Add...
Substitutions

< Add

IT Resources

-

< [T}
Hew Roles

>

FLEXCUBE_GTC (FLEXCUBE_GT ~

-

Current Selactions
1=l 7% |FLEXCUBE_GTC ji8

LEXCUBE_GTC Jil /b

B (& FLEXCUBE S

(O IFLEXCUBE_GTC Ji

7 FLEXCUBE_GTC Ji A

G gl FLEXCUBE_GTC Ji8
1%, FLEXCUBE_GTC

45 adpFLEXCUBE_GTC_aUToC S

%&|UD_FLEXCUBE
5% adpFLEXCUBE_GTC il
EI[E| FLEXCUBE_GTC il /i

El[ZE]Xellerate Users /1

Requests i
E  applicationinstances il
[E)Requests £y
El | FLEXCUBE_GTC S
FLEXCUBE_GTC il /i
E  Applicationinstance2 S8
CI[&]Top £

Piafan b Delie S

AddFie || Import

Objects Removed From Import

Missing Dependencies To Create

ORACLE



Above will prompt for Import Confirmation

p. Click on Import to start import.

Deployment Manager - Import

Click Add File to add more files.

Summarny

Al 18
0T Resouree Defirition: 1
@ Resource: 4
5k Task Adapter: 2
45 Process Form:
Entity Publication:
Application Instance:
[ Generic Connector:

o2 o

[&]crganization:
T Resource:

EFPassword Policy:

322 aw

(5 1Data Object Definition:

yProcess

98| scheduled Task

Import Files v

5 adpFLEXCUBE_GTC_aUTOC S
§)UD_FLEXCUBE S0
52 adpFLEXCUBE_GTC 8
I FLEXCUBE_GTC 8 /b
B Applicationinstance2 i

Are you sure you want to import the selections?

LEXCUBE_GTC @
EIEI FLEXCUBE_6TC 8 /b
B applicationinstance2 i
BE[&E]Top A

Bl[&]xeNerate Users /)

ST [&]Requests /b
B Applicationinstance3 /il
Sae [E)Requests J
Y 1 _FLEXCUBE®  ~
(UD_FLEXCUBE Yersion) 2: JC2
A ekl
IT Resources v

FLEXCUBE_GTC (FLEXCUBE_GT ~

Add File Import

Objects Removed From Import

Missing Dependencies To Create

Note: Import of GTC.xml may take more time as compare to other imports.

On successful import following screen will come.

g. Ensure that import is successful and click on ok.

Deployment Manager - Import

Click Adld File to addl more files.

Summary v

A 18
(3T Resource Detintion:
# Resource:

53 Task Adapter:

& Process Form:

Entity Pubiication:
Applcation Instance:
[® Generic Connestor:
[&] organizatior:

(I Resource:

@Z|Password Policy:

Eaop 1
5 ‘Data Object Defintion:

4 Process:

%] Scheduled Task

Import Files: v

Current Selections:
g reeOTC g

3 adFLEXCUBE_GTC_AUTOC S
Y2Jup_FLEXCUBE
452 adpFLEXCUBE_GTC B
EI[E] FLERCUBE_GTC 8 A
O Applicationinstance2 J

El[&]Top /1

Import successiul

Ifyou ate importing forms with encrypted atiributes for a elustered configuration, then restart all nodes of the cluster.

Objects Removed From Import

ing Dependencies To Create

e [ERequests /b
Bl Applicationinstance3 i
ok [EIRequests /b
LiLE ¥ & 1 _FLEXCUBE @+

(UD_FLEXGUBE Version) 2: JG2
- Ak

IT Resources L4

FLEXCUBE_GTC (FLEXCUBE_GT

Aedd File Import

ORACLE



Click on Sandboxes.

ORACLE" Identity System Administration Accessibility Help  SignOut | xelsysadm

{® Generic Connector
[& Application Instances
[ig Manage Connector
4 system Entities
& User
&R Organization
& Role

(@ Catalog

4 system Configuration i
& Home Organization Policy

Self Senice Gapabilities

@ Lookups

[ Role Categories
[i@ Scheduler
L) Notification

4% Configuration Properties

%) Import -
[ ——
es/home?_adf.ctrl 68 afirL About
ORACLE [dentity System Administration Ao | Swdbowe | Wb SN0 s
4 Paticies (= [ Manage Sondbares x
Ja——
B sccess Poiass Avdatis Saadboxes PUDESNED Sana0us
@ Swbaes shecng cthar
4 Provisioning Gonfigur .| o Csiomiz Ceate andir st  4andbor pr—
& Recsnciiaton view » 3 Dol Samchox | @Y Reresh | @ Actirte Sanbox @ Dascivats Samsbox | % Pubdsh Sandbox | % ExportSamdhox b import Sandbos = betacn
[ Fom Dasigner R S - pC P
BT Resoures Ho data fo display
B Gener Conmectar

8 sepication nsiances
@ Manags Consctor
4 system Entities
Bauser o
& omsnzsnon
ol
@ cang
4 ystem Configuration
& Home Organtzation Pabey.
@ 5ol Sendce Capabitis
0 Loomps

g Roie Catagones

Enter the Below Details and Click on Save and Close.
r.  Sandbox Name : FlexcubeSandbox

s. Sandbox Description : FlexcubeSandbox

Greate Sandbox

* Sandbox Name  FiescubsSandoon

FleacubeSandoos

ORACLE



Click on OKk.

Create Sandbox

|4 Confirmation

‘Sandbox FlexcubeSandboxFlexcubeSa was created using label Creation_ldM_FlexcubeSandboxFlexcubeSa_06:10:44.

Click on Form Designer under Provisioning Configuration.

ORACLE" Identity System Administration Help | SignOut | xelsysadm

4 Policies Manage Sandboxes x
& Approval Policies

[ Access Policies Available Sandboxes Published Sandboxes
o Sandboxes allow you to isolate and experiment with customizations without affecting other users environments.
4 Provisiening Configur ... To customize create andlor activate a sandbox. After customizations are complete you can publish the sandbox to make the customizations available to other users
@, Recondiliation View v | [ Create Sandbox 3§ Delete Sandbox  {ff} Refresh @ Activate Sandbox ~ ( Deactivate Sandbox | [% Publish Sandbox | %) Expert Sandbox »  »
Sandbox Description Active  pastMedified ';;’1 Jaciie
484 IT Resource
» . @ Apr 18,2016 mdsinternal

& Generic Connector

[& Application Instances

(& Manage Connector
4 system Entities

& User

& Organization

& rote

@ catalog

4 System Configuration
&, Home Organization Policy

adf.ctrl 1gh33fda 822
e~ a—r— | s

Click on Create

ORACLE



ORACLE’ Identity System Administration

4 Policies
Approval Policies

[& Access Policies

4 Provisioning Configur...

@5 Reconciliation
Form Designer
£ 1T Resource
{® Generic Connector
Application Instances
[i Manage Connector
4 System Entities
& User
5B, Organization
& Role
@ catalog
4 system Configuration

& Home Organization Policy

i .

2 [ Manage Sandboxes x  Form Designer x

Search Forms

4 Search

Resource Type Q

I

Search Results

Actions v View w

# Open

Row Form Name
T ' Nodatato display.

Type

SignOut | xelsysa

Saved Search Implicit Search E

Search  Reset  Save..

=" Detach

Resource Type

ORACLE



Enter the below details and Click on Create

e Resource Type : FLEXCUBE_GTC
e Form Name : FlexcubeForm

Note*: Form Name should be same as above

ORACLE’ Identity System Administration A2 || ST

A Policies BB Manage Sandboxes x Form Designer x Create Form x

Approval Policies New form for FLEXCUBE_GTC

[& Access Policies
Resource Type FLEXCUBE_GTC ~ Q

4 Provisioning Gonfigur...

i “Form Name  FlexcubeForm
@, Reconciliation

m

[Z] Form Designer
8% T Resource

[® Generic Connector

Application Instances

S J— - Available form fields
Manage Gonnector

4 System Entities View v Detach
dyuser # Display Name Name Description Bulk Update
& Organizalion 1 containerD UD_FLEXCUBE_CONTAINERID  containerlD ]
i Role
(@ Catalog

4 System Configuration
& Home Organization Pelicy

P F—— ] »

Successful form creation will be like below:

ORACLE’ |dentity System Administration FER | EErEd
o Form ceated B

4 Policies [ Manage Sandboxes x = Form Designer x

3 Approval Poli
pproval Policies Search Forms

2, Access Policies
4 search Saved Search Implicit Search EI

4 Provisioning Configur...

Resource Type Q
@ Reconciliation

[E] Form Designer Search  Reset  Save..

1T Resource Search Results

{ Generic Connsclor Actions v View w % Create 7 Ope Detach

Application Instances Row Form Name Type Resource Type

" * Nodatato display.
[ Manage Connector

4 System Entities
& User

&5, Organization
& Role

[ catalog

4 System Configuration
&3 Home Organization Policy

L F—T—

Click on Application Instances under Provisioning Configuration.

ORACLE



ORACLE’ Identity System Administration

4 Policies
Approval Policies

[& Access Policies

4 Provisioning Configur...|

@, Reconciliation
Form Designer
48% IT Resource

& Generic Connector

[& Manage Connector

4 system Entities
& User
B Organization
& Role
(@ Catalog
4 System Configuration

& Home Organization Palicy

« I

i

=

[E@ Manage Sandboxes x | Form Designer x
Search Forms

4 Search

Resource Type Q

Search Results
Actions w View v ok Create 7 Open

Row Form Name
No datato display.

Help  SignoOut | xelsysac

Saved Search Implicit Search B

Search  Reset  Save..

| Detach

Resource Type

ORACLE



Click on Search.

ORACLE’ Identity System Administration

4 Policies = [ Manage Sandooxes x  Form Desioner x | Application Instances x

i A | Polici - -
pprovalFolaes Search Application Instances

[& Access Policies

4 Search

4 Provisioning Configur...|
@ Recondiliation

i

Form Designer Resource Object Starts with E

485 IT Resource Display Name ~ Starts with E

{& Generic Connector
IT Resource Instance  Starts with E

Application Instances

[&) Manage Connector

4 system Entities Search Results

Help  Sign Out

IT Resource Instance

& User Actions w View v  4p Create 7 Open 9% Delet= [ Refresh .
& Organization .
& Role
Row# Display Name Description Resource Object

@ catalog No data to display

4 System Configuration
& Home Crganization Policy

« m »

Copyright® 2001, 2015, Oracle andior its affiiates. Al rights reserved
ORACLE' Identity System Administration
4 Policies il Manage Sandboxes x Form Designer x | Application Instances x
Approval Policies .
e Search Application Instances

[@ Access Policies

4 Provisioning Configur...| 4 Search
@, Reconciliation |
Form Designer Resource Object  Starts with B
48 IT Resource Display Name ' Starts with B
[® Generic Connectar

IT Resource Instance  Starts with B

Application Instances
[ Manage Connector

4 system Entities Search Results
g User Acions ¥ View v < Create 7 Open ¢ Delete i) Refresh Detach
&R Organization P
& Role

Row# Display Name Description

FLEXCUBE_GTC

Resource Object

@ Catalog FLEXCUBE_GTC

4 System Configuration
& Home Organization Policy

« 1 3

AEeVINENTA MO e mcbio lom e T e 6ol mmen &I OOTNIEIANII Bstd mmmmmmm 2 Almsinn 81 < roel cbaba sl mR 33 9IE

Choose the Form as FlexcubeForm and Click on Apply.

Search

FLEXCUBE_GTC

Saved Search Search Application Instances EI
Reset = Save.. AddFields v | Reorder
About
Help  Sign Out -

Saved Search Search Application Instances B

I

Reset  Save.. Add Fields ¥  Reorder

IT Resource Instance

ORACLE



ORACLE’ Identity System Administration

4 Policies

Approval Policies

[& Access Policies

4 Provisioning Configur-....

@ Reconciliation
Form Designer
4} IT Resource
[® Generic Connector
Application Instances
[ Manage Connector
4 System Entities
& User
& Organization
8 Role
@ Catalog
4 system Configuration

3 Home Organization Policy
[

Attributes | Organizations

m

" Display Name

Description

Resource Object

IT Resource Instance

v

Copyright © 2001, 2015, Oracle and/or its affiliates. All rights reserved

= Manage Sandboxes x Form Designer x  Application Instances x = FLEXCUBE_GTC x

Application Instance: FLEXCUBE_GTC

Entitlements

FLEXCUBE_GTC

FLEXCUBE_GTC

FLEXCUBE_GTC

FLEXCUBE_GTC

B # Edit. @@ Refresn

FlexcubeForm I

Help  SignOut  relsysa

“Required Field Revert

About

ORACLE



On Successful modification will be shown like below:

ORACLE" |dentity System Administration

4 Policies =
Approval Policies

[& Access Policies

4 Provisioning Configur...
@ Reconciliation

n

Form Designer
8% IT Resource
[ Generic Connector

Application Instances

[Eg Manage Connector
4 system Entities
& User
&3 Organization
& role
@ catalog
4 system Configuration

& Home Organization Policy

L Fe——

2 Manage Sandboxes x

Form Designer x

</ Application Instance FLEXCUBE_GTC modified successfully

Application Instances x | F

Application Instance: FLEXCUBE_GTC

Attributes | Organizations

* Display Name

Description

Resource Object

IT Resource Instance

Form

‘opyright ® 2001, 2015, Oracle andlor ts affiliates. All rights resenved

Entitlements

FLEXCUBE_GTC

FLEXCUBE_GTC

FlexcubeForm E| # Edit @@ Refresh

LEXCUBE_GTC x

Application Instance belongs to the following Organizations

Help  SignOut  xelsysadm

“RequiredFisld | Apply  Revert

I

About

Note: In case provisioning has to be applied for different Organizations then Create the Organizations under
System Entities and map those Organizations to the Application Instance.

DRACLE' Identity System Administration

Accassibaty  Sancbuss | Help | SignOut
4 Policies . ppicaton nstances x | FLEXCUBE_BTC El
W Appaet Application Instance: FLEXCUBE_GTC
B8 alaes
4 Provisioning Configur Wikouies. | Organalions. | Enchements
[ —
: | Organizations 1o which this application instance is avaiable to are shown below
[R— sctons w iew v o Assin @ Renesn Detach
10 Generic Cornecto z
B ortcxion nrarmae Rows prianizofion o, Hisrarchy aware
(@ anage Connector
1 T Srstem 71 Inchuce sub-orgs
4 System Entities
2 Reuests Syster 9l inchuse sub-oiss
Buse
& orgarization
.
@ Calslog
4 System Canfiguration
ORACLE'" |dentity System Administration R
4 Policies =~ [ Manage Sandboxes x &
Approval Policies
Access Policies Available Sandboxes Published Sandboxes
Sandooxes allow you to isolate and experiment with customizations without affecting other users environments.
4 Provisioning Configur-... To customize create and/or activate a sandbox. After customizations are complete you can publish the sandoex to make the customizations available to other users.
@ Reconciliation | vieww Create Sandbox  3Q Delete Sandbox [} Refresh (O Activate Sandbox @ Deactivate Sandbox (®) Export Sandbox »  »
Form Designer Sandbox Description Active g;m Modified Last Modified
4 IT Resource
» @ Apr 18,2016 mdsinternal
[ Generic Connector
Application Instances
‘
[E& Manage Connector
4 System Entities
& User
& Organization
& role
@ catalog
4 system Configuration
&R Home Organization Policy
< i ]
1 y home?_afil. 1 4 - adf.ctrl-state=wlgh33fda 82¢ About

ORACLE



Publish Sandbox x

‘You have requested to publish sandbox FlexcubeSandboxFlexcubeSa and merge its contents into the main line.

Do you wantta continue?

Click on Scheduler under System Configuration.

ORACLE' Identity System Administration Accessibility ~ Sandboxes  Help  SignQut | xelsysadm
&& Organization o
& Role
(@ Catalog

4 System Configuration
& Home Organization Policy

Self Senice Capabilities
@ Lookups

(5 Role Categories

L1 Notification

45 Configuration Properties

1y Import

(&) Export

4 Upgrade
[&] Upgrade User Form

& upgrade Role Form

& Ungrade Organization Form
() Fe——

Click on ITI to Search for Scheduled Job List.
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ORACLE' Identity System Administration

E Notification System Configuration

Search Scheduled Jobs

Advanced Search

Actons ~ View~ | 7 [§ % &
No search conducted.

System Management

Welcome

Welcome to Identity System Administration

Event Management

Policies

(3

&l search Recondiiation Events

&l search Approval Polices

System Management

(8] 5earch Scheduied Jobs
& search Notification Templates

&l search System Properties

About

ORACLE



Click on Entitlement List

ORACLE’ Identity System Administration

Event Management Policies
Notification

Search Scheduled Jobs

E3}

Advanced Search

Actions + View v | 7 b

Job Neme [status

Application Instanc. . Stopped
Attestation Grace ... Stopped
Automated Retry ... Stopped
Automatically Unlo... Stopped
Bulk Load Archival . Stopped
Bulk Load Post Pro... Stopped
Catalog Synchroni... Stopped
Certification Event... Stopped
DataColiection Sch... Stopped
Delayed Delete User Stopped
Disable/Delete Use... Stopped
Enable User After ... Stopped

Evaluate User Poiic... Stopped
FLEX_BranchCode .. Stopped
FLEX_UsrLang_Sch. .. Stopped
FLEXCUBE_GTC  Stopped
Form lnarade Toh  Stonned

System Configuration

m

System Management

‘Welcome

Welcome to Identity System Administration

Event Management

&l search Recondiation Events

Policies

@ &l 5earch Approval Palices

System Management

&l Search Scheduled Jobs

& search Notification Templates

@] search System Properties

Hep O

Click on Run Now.

ORACLE' Identity System Administration

Event Management Poli

B oo

Search Scheduled Jobs

Advanced Search

Actions v View v | *K =

Job Name [status

Appiication Instanc... Stopped
Attestation Grace ... Stopped
AutomatedRetry . Stopped
Automatically Unlo... Stopped
Buk Load Archival .. Stopped
Buk Load PostPro... Stopped
Catalog Synchroni... Stopped
Certification Event.. Stopped
DataCollection Sch... Stopped
Delayed Delete User Stopped
Disable/Delete Use... Stopped
Enable User After ... Stopped
Entitiement Assign... Stopped
Entitementlist  Stopped
Entitiement Post ... Stopped
Evaluate User Polic. . Stopped
FLEX BranchCode . Stopped
FLEX_Usrlang_Sch... Stopped
FLEXCUBE_GTC  Stopped
Form Lnarade Toh Stonned
Rows Selected 1

System Configuration

I

System Management

70b Details

Job Details : Entitlement List

Job Information
Job Name Entidlement List
Task Entitlement List

= Start Date |April 8, 2016 3:47:18 PMI5 (B (UTC405:30) Calcutta - India Time (IT)

* Retries

Job Periodic Settings

Run every

Job Status
Current Status
Last Run Start
Last Run End
Next Scheduled Run

Parameters
AutoPublish

Ignore Resource List

5

days [+]

Stopped

April 18, 2016 6:39:28 PM IST
April 18, 2016 6:39:28 PMIST
April 8, 2016 3:47:19 PMIST

True

MS@ Enzble | Disable | Refresh

@ Periodic
7 Cron
Schedule Type o) 0
2) N pre-defined schedule

About

Schedule Task Setup

This step involves setting up Schedule task parameters.

About

Open the Oracle Identity Manager Administrative console. (Give the following URL in the browser:
http://<hosthame>:<oimport>/sysadmin)

ORACLE



Enter OIM administrator username/password and press Login.

ORACLE" Identity System Administration

Sign In

Sign in with your account

User ID

xelsysadm

Password

Signin

‘opyright® 2001, 2015, Oracle andlor s affiiates. Allrights reserved

Click on Scheduler under System Configuration.

ORACLE’ Identity System Administration fzzesdlll g
& Organization o
i Role
@ catalog

4 system Configuration
&8 Home Organization Policy

[@ Self Senice Capabilities
@8 Lookups
[y Role Categories

1 Notification

4% configuration Properties

I

(&) Import

&) Export

4 Upgrade
[&) Upgrade User Form

&8 Upgrade Role Form

B Upgrade Organization Form

Ol ———— ] »

Click on ""| to Search for Scheduled Job List.

Accessibility Help  AboutOracle

Sandboxes

Help

Sign Out

ORACLE



ORACLE' Identity System Administration

E Notification System Configuration

Search Scheduled Jobs

Advanced Search

Actons ~ View~ | 7 [§ % &
No search conducted.

System Management

Welcome

Welcome to Identity System Administration

Event Management

Policies

(3

&l search Recondiiation Events

&l search Approval Polices

System Management

(8] 5earch Scheduied Jobs
& search Notification Templates

&l search System Properties

About
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Click on FLEX_ BranchCode_SchTask.

ORACLE" Identity System Administration Signed in s xelsysadm  Help ' ©

Event Management Policies System Management

[EETET  rovveton | systen oniguaten.|

Search Scheduled Jobs Welcome

£ ‘Welcome to Identity System Administration
Advanced Search

Event Management
Actions ~ View + % =
7 [ X & =] ] Search Recondiiation Evens
Job Name |staws |
Appication Instance Post Delete Proce... Stopped
Attestation Grace Period Expiry Checker Stopped

Automated Retry of Falled Async Task  Stopped | _ Policies
Automatically Unlock User stopped |~ [‘% @] search Approval Poicies
Buk Load Archival Job Stopped
Buk Load Post Process Stopped
Catalog Synchrenization Job Stopped
Certification Event Trigger Job Stopped System Management
DataCollection Schedule Job Stopped & search scheduled Jobs
Delayed Delete User Stopped
Disable Delete User After End Date Stopped (8] search Notification Templates
Enable User After Start Date Stopped
Entiement Assignments Stopped Bl scarch System Properties
Entitiement List Stopped
Entitiement Post Delete Processing Job  Stopped
I I FLEX_BranchCode_SchTask Stopped I
FLEXCUBE_GTC Stopped
Farm Linarade Joh. Stooned T

On the Edit Schedule Task screen.
e WebService Url : FCUBSLOVAdService deployed in section 5.1.4.2.1

https://<hostname>:<ss|_port>/FCUBSLOVAdService/FCUBSLOVAdServiceSEI
e Query
FCUBS:
select branch_code||'~'||branch_code from sttm_branch order by branch_code

FCIS

select moduleid||'~'||[moduleid from moduleprofilebasetbl where once_auth="Y"' order by moduleid

e Click on Apply and Click on Run.

ORACLE



ORACLE’ Identity System Administration Signedin

Event Management Policies System Management

BTN | notfcaton | System Confiquration
Search Scheduled Jobs Job Details =
[+ Job Details : FLEX_BranchCode_SchTask il
Advanced Search
actons = vew~ | 2 [§ R

Job Name [status

pplication Instanc... Stopped ~ oy

Eie=ElTEre - Shyrs Job Name FLEX_BranchCode_SchTask ) Periodic

Automated Retry ... Stopped = Task FLEX_BranchCode_SchTask cron L

Automatically Unlo... Stopped Schedule Type =

Bulk Load Archival .. Stopped R sndie

- P ) No pre-defined schedue
Buk Load Post Pro... Stopped
Catalog Synchron... Stopped
o PR Job Status

Certification Event... Stopped

DataCollecton S¢h... Stopped Cr=eis Errr

oekryed Delete Uses | Stopped LestRun Start Apri 20, 2016 5:47:01 PM IST

Dieable Delete Use.. Stopped LastRunEnd April 20, 2016 5:47:03 PM 15T

Enable User After .. Stopped Next Scheduled Run I |

Entitiement Assign... Stopped

EntitementList  Stopped R

Entitiement Post D... Stopped Lookup Name [Lookup. FLEX BranchCode WebService Name |FCUBSLOVAdService

B e it OIM Country [US WebService NameSpace | hitp: /flovservice. ws.oim.integratior

FLEX BranchCode... Stopped

FLEX_UsrLang_Sch... Stopped OV Language len WebService Operation  lookup

FLEXCUBE_GTC  Stopped Guery |select branch_code || ~|jbranch_co I WebService Url | https:/fofss220607.in.orade.com:7 I

Form Unarare Toh__ Stonned K

Rows Selected 1 ﬂ Job History

About
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5.1.6.6.2

Modify FLEX_UsrLang_SchTask job

e WebService Url : FCUBSLOVAdService deployed in section 5.1.4.2.1

https://<hostname>:<ssl|_port>/FCUBSLOVAdService/FCUBSLOVAdServiceSEl

e Click on Apply and Click on Run.

ORACLE Identity System Administration

Event Management

B e

Policies

System Configuration

Rows Selected

1

m

Search Scheduled Jobs
£}

Advanced Search

Actions v View » | 2 X =
Job Name |status |
Application Instanc... Stopped
Attestation Grace ... Stopped
Automated Relry ... Stopped
Automatically Urlo... Stopped
Bulk Load Archival . Stopped
Buk Load Post Pro... Stopped
Catalog Synchroni... Stopped
Certification Event.. Stopped
DataCollection Sch... Stopped
Delayed Delete User Stopped
Disable/Delete Use... Stopped
Enable User After .. Stopped
Entitlement Assign. .. Stopped
Entitlementlist  Stopped
Entitiement PostD... Stopped
Evaluate User Polic... Stopped
FLEX_BranchCode... Stopped
FLEX_Usrlang_Sch... Stopped
FLEXCUBE GTC  Stopped
Form Lnarade Toh  Stonned

System Management

_neicome JEEVTNSS

Job Details : FLEX_UsrLang_SchTask

Job Information
Job Name
Task
*Retries
Job Status

Current Status
LastRun Start
LastRun End

Next Scheduled Run

Parameters
Lookup Name
OIM Country
©IM Language
Query
Job History

FLEX_Usrlang_SchTask
FLEX_Usrlang_SchTask

Stopped
April 20, 2016 5:38:34 PM IST
April 20, 2016 5:38:35 PM IST

Lookup.FLEX.UserLanguage
us
en

select LANG_CODE|['~ | ILANG_COC

@) Periodic

ron
Schedule Type

ngle
(@) No pre-defined schedule

WebService Name | FCUBSLOVAdService

WebService NameSpace | http:/lovservice.ws. oim,integratior

WebService Operation |looky
I WebService Url | hitps:/fofss220607.in.oracle. com: 7 I

Hep O

Disable | Refresh [

i

Pra
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5.1.7 System Configurations

5.1.7.1 Integration Specific Configurations
5.1.7.1.1 FCUBS Configurations

On FCUBS side following configurations need to be done:

e Maintenance of Maker ID
e Maintenance of External Source

Both configurations can be done using FCJ provided screens.
1. Maintenance of Maker ID

The FCJ screen can be open through Security Maintenance >> Users >> Detailed menu or using the
function SMDUSRDF.

2. Maintenance of External Source

For OIM request and response handling, an external source should be maintained in FCUBS database.

The FCJ screen can be open through Gateway >> External System >> Detailed menu or using the
function ‘GWDEXSYS'.

This external Modify Close Open View. This can be
source should be maintained through
able to do all function

operations like GWDEXFUN or
Create through Gateway

>> External System
Functions >>
Detailed. Required
actions and their
corresponding
details are given as

below.
Action Function Service Name Operation Code
NEW SMGUSRDF FCUBSSMService CreateUserMaint
UNLOCK SMGUSRDF FCUBSSMService ModifyUserMaint
DELETE SMGUSRDF FCUBSSMService DeleteUserMaint
CLOSE SMGUSRDF FCUBSSMService CloseUserMaint
REOPEN SMGUSRDF FCUBSSMService ReopenUserMaint
VIEW SMQUSRDF FCUBSSMService QueryUserMaint

Ensure that required maintenance has been done for function CODSORCE (Gateway >> Source>>

Detailed) and for function CODUPLDM (Gateway >> Source Preferences >> Detailed menu).
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For maintenance of amendable fields in GWTM_AMEND_NODES and GWTM_AMEND_FIELDS entries
can be made using the function STDAMDMT or through Gateway >> Amendment Maintenance >>
Detailed. Following table gives the amendable node and fields details that should be maintained.

Field Name Value

Amend Nodes section

Node Name SMTB_USER
New Allowed Checked
Delete Allowed Checked
All Records Checked

Amend Fields section

Field Name HOME_BRANCH
Field Name START_DATE

Field Name TIME_LEVEL

Field Name USER_LANGUAGE
Field Name USER_NAME

Field Name USER_PASSWORD
Field Name SALT

5.1.7.2 OIM Configurations

5.1.7.2.1 OID Connector Configuration
For FLEXCUBE single sign on mode, the provisioning process consist of user creation in underlying
LDAP directory and then provsioining into FLEXCUBE. OIM porvides out of box connectors for LDAP

directorires. This connectors provides facility to connect with LDAP and to do the operation through OIM
console.

In this integration, the underlying directory for Oracle access manager is Oracle Internet Directory. OIM
porvides out of box connector for it that need to be imported as the connector document provided by OIM.
After import, following steps should be followed :

Login to the Design Console.
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© Oracle Identity Manager Design Con: _ x

Welcome To

ORACLE

Oracle Identity Manager
Design Console

User ID welsysadm
Password |essssssess

Wersion 11.1.23.000
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Navigate to the Administration>>Lookup Definition menu
a. Enter the below details:
= Code: Lookup.OID.Organization

= Click on Search!#/ icon

* Click on Add [ 2= button

» Enter the below details:

= Code Key : ch=Users,dc=in,dc=oracle,dc=com
= Decode: cn=Users,dc=in,dc=oracle,dc=com

b. Click on Save ®|

Oracle Identity Manager Design Console : connected to jdbc:oracle:thin:@ofss220374:1521/0OracleSS012c
Eile Edit Tool Bar Help

o|@|ale 5/ x|l

E Oracle Identity Manager Design C{ | Lookup Definition
E1-(C] Resource Management 3

IT Resources Type Definiti | Code  Lookup OID Organization
Rule Designer Field [
EEB Resource Objects
(1 Process Management @ Lookup Type () Field Type
-] Administration ] Required [ ]

/2 Lookup Definition
] Development Tools

Croup  [Lookup OID Organization

|| Lookup Code Information

Add I Code Key | Decode |

1 |cn=Users,dc=ofss,dc\cn=Users,dc=ofss,dc|

a 1] [HE Lookup Definition

Navigate to the Administration>>Lookup Definition menu
a. Enter the below details:
= Code: Lookup.OID.UM.ProvAttrMap

»  Click on Search #! Icon

= Modify the Decode value for Code Key Name:

* From : __NAME__ ="uid=${User_ID},${Container_DN}"
= To : __NAME__="cn=${User_ID},${Container_DN}"

b. Click on Save &,
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Navigate to the Resource Management>>Resource Objects menu. This will open a blank screen.
a. Enter FLEXCUBE_GTC in Name box.

b. Click on Search icon.

c. This will show the definition for resource FLEXCUBE_GTC. Click on Assign button in
Depends On tab.

_
© Oracle Identity Manager Design Console : connected to jdbc:oracle:thin:@ofss220246:1521 _ O x
File Edit Tool Bar Help
DE[aln 5x 8
[=] Oracle Icentity Manager Design C :|[ Resource Object | Object Reconciliation -~
T User Management M- om it
=1 C] Resource Management I Mame |F|_E)(CUBE_CTC
IT Resources Type Definiti
[B| Rule Designer
ERY Resource Objects ® Order For User () Order For Organization
El-[Z] Process Management i
Type icati
Email Definition bl Application
EEE Process Definition
=] Administration
e Trusted Source D 5
,Q Lookup Definition i T
i) User Defined Field Definiti || Administrators | Password Policies Rule [ User Defined Fields | Process |
] Development Tools i apters r Resource Audit Objectives r Status Definition
§§ Depends On Object Authorizers r Frocess Determination Rules
—TR—
: ~|
1] Il | [+| [ Resource Objects |

Select the OID User from the Unassigned Objects list. Click on the arrow pointed to Assigend objects.

a. Click on OK.This will move OID user resource to Assigned objects.
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[=) oracle Identity Manager Design Console : connected to jdbc:oracle:thin:@ofss220246:1521 _ 0O Xx
File Edit Tool Bar Help
o/Eals s x/o
E Oracle Identity Manager Design Ct | Rocoiree Object [ Object Reconciliation | |~
(Sl User Management [ object Definition
= ~ =
Assigned Objects

E Rule] I Unassigned Chjects W I Assigned Ohjects W

EEE Res 1 |OID Trusted User
=T Process I? I

Em

EEE Prod
=] Adminig

p Loo =

= =»

,,-‘ Use
C Develop) [finition

les
~

4] 1l | [» Resource Objects |

Ensure that OID User will be shown under Object.

a. Click on Save.

© Oracle Identity Manager Design Console : connected to jdbc:oracle:thin:@ofss220246:1521 _
File Edit Tool Bar Help
5%/ o]
E Oracle ldentity Manager Design C4 | " Resource Object | Object Reconciliation =
[ User Management -Object Definition
= ] Resource Management MName |FLE)<CUBLCTC
IT Resources Type Defini
Rule Designer
EEE Resource Objects (@ Order For User ) Order For Organization
= C| Process Management
Type icati
Email Definition ol [2pptication
EEE Process Definition
=-C1 Administration
N Trusted Source  [] 1
42 Lookup Definition L . =
a*) User Defined Field Defini Administrators rPasswnrd Folicies Rule rUser Defined Fields er(ess |
] pevelopment Tools Event Handlers/Adapters r Resource Audit Objectives r Status Definition |
Depends On I/ Object Authorizers I/ Frocess Determination Rules |
Bssign | Object |
1 |OID User |
~|
4] M I [+] i|l._Resource objects |

5.1.7.2.2 Access Policy Creation for OID

Open the Oracle Identity Manager Administrative console. (Give the following URL in the browser:
http://<hostname>:<oimport>/sysadmin)

Login to Administrative Console
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a. Enter OIM administrator username/password and press Sign In.

ORACLE" |dentity System Administration Accessibily  Help  AboutOrade =~

Sign in with your account

User D

xelsysadm ‘

‘opyright © 2001, 2015, Oracle andlor its affiliates. All rights reserved



Click on Access Policies under Policies.

ORACLE’ |dentity System Administration

4 Policies -

pproval Policies

4 Provisioning Configur...
@, Reconciliation

m

Form Designer
48 IT Resource

& Generic Connector

Application Instances
(&3 Manage Connector
4 System Entities
&g User
& Organization
& Role
(@ Catalog
4 system Configuration

& Home Organization Policy

< 1L ’

Click on Create Access Policy.

Accessibility

sandboxes

Help

SignOut | xelsysadm

Manage Access Policies
Enter your search criteria to search for access polides.

Search Access Policies | I Create Access Poliq.rl Clear |
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Enter the below details and Click on Continue

e Access Policy Name : OIDAccessPolicy
e Access Policy Description : OIDAccessPolicy
e Policy Owner :ALL USERS
e Retrofit Access Policy :Yes
e  Priority 01

Create Access Policy (::) 29034

Step 1: Create Access Policy

* Indicates Required Field

Access Policy Name * |OIDAccessPolicy

QIDACcessPoli

Access Policy Description

Policy Owner |Rn|e Iz‘ |ML USERS Lr Clear
Retrofit Access Policy
Priority = Current Lowest Priority=1

Ex't

Perform the below mentioned Operations and Click on Continue.

e Select OID User
e Click on Add Button

Create Access Policy @ 34

Step 2 Select Resources

Specify the resources to be provisioned by this access policy.

=Indicates Required Field

Fiter By | <[ ] 6o
Selected:
Results 1-20f 2 First | Previous | Next | Last
Resource Name
] Resource Name
=] FLEXCUEE GTC [ |
| OID User I
First | Previous | Next | Last << Remove

Ext | << Back
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Click on Continue.

Create Access Policy @3 4

Step 2: Select Resources

* OID User

Exit << Back Skip This Step | I Continue >» I

The subsequent pages will quide you through providing the data to associate with the following resources you selected to be provisioned by this Access Policy:

Select the below Details and Click on Continue.

e Server

e Container DN

e Preferred Language
e Start Date

e End Date

OID Server
cn=Users,dc=in,dc=oracle,dc=com
English

April 20, 2016 (Current Date)
April 20, 2026 (End Date)
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* Indicates a required field
User ID
Server
Password
First Name
Middle Name
Last Name
Common Mame
Container DN
Department
Location
Telephone
Email ID
Preferred Language
Time Zone
Title
Start Date
End Date

manager

<< Back

x|

Provide the following process details for resource OID User:

L ]

* |0ID Server '

April 20, 2016
April 20, 2026

Set Additional Data | I Continue >> I

[}
i
o

Click on Continue.

Create Access Policy

Step 2 Select Revoke Or Disable Flag

Select if the resources need to be revoked or disabled if the access policy no langer applies.

Resource Name

0D User

ﬂ << Back

Revoke if no longer applies
]

@

Disable if no longer applies

Click on Continue.
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Create Access Policy @ )

Step 3: Select Resources

Specify the resources to be denied by this access policy

* Indicates Required Field

Filter By - Go
Results 1-20f 2 First | Previous | Next |Last
Resource Name
(&
= FLEXCUBE_GTC
o OID User

First | Previous | Next | Last

Selected:

Add >>
<< Remove

Click on Create Access Policy.

Access Policy Name
Access Policy Description
Policy Owner Type
Policy Owner
Retrofit Access Policy
Priority

Resources to be provisioned by this access policy

Resource Name Revoke if no longer applies
OID User v

Resources to be denied by this access policy

OIDAccessPolicy

OIDAccessPolicy
Role
SYSTEM ADMINISTRATORS
Tes
i
Disable if no longer applies Process Forms
x OID User Edit

@ You have not selected any resources to be denied by this access policy.

Change

Change

Roles for this access policy

Roles Name

Exit << Back || Create Access Policy I

Login to Identity Self Services

ORACLE



Accessibility Help  About Oracle ===

ORACLE |dentity Self Service

sign In

Sign in with your account

UserID

xelsysadm

Password

Sign In

ForgotUser Login? Forgot Password?
New User Registration

Track My Registration

Copyright ® 2001, 2015, Oracle and/or s affilates. Al rights reserved

Click on Roles under Manage

Sandboxes ~ Customize xelsysadm w ===
ORACLE’ Identity Self Service

'Y -
M Self Service

Home

&

Users Roles

Organizations Administration Roles
Manage users Manage roles

Manage organizations Manage admin roles

(faces/home? _adf.ctrl-state=xufl Tyvru_18:_afrl oop=857204625390963#

Select ALL USERS to Edit

ORACLE



ORACLE’ Identity Self Service

Home = Roles x

ius:Roles

Actions w View v < Create

Name

Q, | Advanced

Open Delete () Refresh

Role Description

I s ALL USERS

Default role for all users I

s Administrators

s BIReportAdministrator

s OPERATORS

s SELF OPERATORS

s SYSTEM ADMINISTRATORS

Administrators role for SOA

Customize xelsysadm w ===

- ,

&

Sandboxes

Administrators role for Bl Publisher Reports

Operator role
Operator role for self registration

System Administrator role for OIM

Copyright ® 2001, 2015, Oracle and/or its affiiates. All rights reserved

Click on Access Policy

Home Roles x ALLUSERS x ]

ALL USERS

Attributes H\erarchy’l Access Policy I Members  Organizations

ALL USERS

Apply Revert

Name

Role Namespace Default

Display Name ALL USERS

Role E-mail

Default role for all users

Role Description

* Owned By System Administrator =}

Click on " #99 to Add Access Policy

Sandboxes

ORACLE’ Identity Self Service =

ALL USERS x E

Customize xelsysadm w ===

Home Roles x

ALL USERS Apply  Revert

Attributes  Hierarchy | Access Policy | Members  Organizations

Add access policies to define access rights of this rols.

Actions w View w 3 Remove ) Undo () Refresh

mq

Policy
Description

Policy Name Pending Action

No data to display

Copyright & 2001, 2015, Oracle and/or its affiliates. All rights reserved
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Search for the Access Policy & Select the Access Policy Created

Add Access Policies

Search Policy Name |Z| ESearch for Policies and Add them to the Selected Items table below

Results
View v Ey

Policy Name Policy Description

OlDAccessPolicy  OlDAccessPolicy

Remove Selected 4 Remove All

Selected Policies
View v

Policy Name Policy Description

OlDAccessPolicy  OlDAccessPolicy

Click on Apply to Save

Sandboxes =~ Customize xelsysadm w ===

ORACLE" Identity Self Service —

Home Roles x | ALLUSERS x

ALL USERS

Attributes  Hierarchy = Access Policy | Members  Organizations

Add access policies to define access rights of this role

Actions w View v < Add 3 Remove ¥ Undo Refresh | Ey  [o'} Detach
Policy Name Rolicy Pending Action
Description
I OlDAccessPolicy  OlDAccessPolicy  Add I

Copyright © 2001, 2015, Oracle and/or its affilates. Al rights reserved

Click on Scheduler under System Configuration.
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ORACLE’ Identity System Administration Accessibility  Sandboxes | Help  Signout | relsysadm

& Organization B
i Role
@ catalog
4 system Configuration
& Home Organization Policy
[ Self Senice Capabilities
@8 Lookups

[ Role Categories

L Notification

4% configuration Properties
(&) Import
&) Export

4 Upgrade
&) Upgrade User Form

&8 Upgrade Role Form

& Upgrade Organization Form

) F——

Click on Search shown below:

ORACLE' Identity System Administration Hep O
Policies System Management
E Notification System Configuration
Search Scheduled Jobs Welcome
Welcome to Identity System Administration
Advanced Search
Event Management
. . = 3 =3
Actons - View > | X ot [&] search Recondiiation Events
No search conducted.
Policies
&l search Approval Polices
System Management
@] search Scheduied Jobs
[&] search Notification Templates
[&] Search System Properties
4
|
About
Select Evaluate User Policies.
ORACLE' Identity System Administration rep €
Policies System Management
E Notification System Configuration
Search Scheduled Jobs Welcome
[+ Welcome to Identity System Administration

Advanced Search

Event M. nt
Actions v View v | 7 X B vent Hanageme

E [&] search Reconciiation Events
Job Name [status |

Application Instanc. . Stopped -

Attestation Grace ... Stopped

Automated Retry ... Stopped L Policies.

Automatically Urlo..._Stopped I ﬁ & search approval Polies
Bulk Load Archival ... Stopped

Bulk Load Post Pro... Stopped
Catalog Synchroni_._ Stopped

Certification Event.. Stopped System Management

DataCallection Sch... Stopped [&] search scheduled 1obs
Delayed Delete User Stopped

Disable/Delete Use... Stopped [&] search Notification Templates

Enable User After ... Stopped
Entitiement Assign... Stopped
Entitementlist  Stopped

[& search system Properties

FLEX_UsrLang_Sch... Stopped
FLEXCUBE_GTC  Stopped
Form linarade Toh  Stanned
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Change the Schedule Type under Job Information, also change Run Every under Job Periodic Setting.

C.

Click on Apply.

Job will be scheduled in a periodic manner and it will evaluate the New User Created in Oracle
Identity Management Server against the access policies created. If the new user satisfied by the
access policy then it will Provision the user to User Account. In this case it's Oracle Internet
Directory.

ORACLE' Identity System Administration

Event Management

| oscason

Job Name [stats

Policies

System Configuration

Search Scheduled Jobs
£
Advanced Search
Actions v View | 2 ® >

Appiication Instanc
Attestation Grace
Automated Retry
Automatically Unlo.
Bulk Load Archival
Bulk Load Post Pro.
Catalog Synchron
Certification Event...
DataCollection Sch

Stopped
Stopped
Stopped
Stopped
- Stopped
Stopped
Stopped
Stopped
Stopped

Delayed Delete User Stopped
Disable/Delete Use... Stopped
Enable User After . Stopped
Entitiement Assign... Stopped
Entitementlist  Stopped
Entitiement Post D... Stopped

Evaluate User Polic... Stopped

FLEX_BranchCode... Stopped
FLEX_Usrlang_Sch... Stopped
FLEXCUBE_GTC  Stopped
Form Linarade Toh  Stonned
Rows Selected 1

I

=

System Management

| veicome JEERTNEN

Job Details : Evaluate User Policies

Job Information

Signed in 25 xelsysadm  Help €

stop | Enable | l];a?\e: Refr:s?;:

Job Name  Evaluate User Polides ©) Periodic
Task Evaluate User Polices 5 cron E
Schedule Type
x Az B 5:30) Calcutta - India Time (IT) © Single
) No pre-defined schedule
* Retries 10 -
Job Periodic Settings
Run every 10
mins [=] W
Job Status

Current Status  Stopped
LastRun Start April 21, 2016 11:24:55 AM IST
LastRunEnd April 21, 2016 11:24:55 AMIST
Next Scheduled Run  April 21, 2016 3:47:19 AM IST
Parameters
*Batch Size

* Number of Threads

500
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6. Solution /Usage Guidelines
6.1 Working with OIM

6.1.1 Creating a user in FLEXCUBE through OIM

To create a user in FLEXCUBE through OIM, first a user must be created in OIM itself. After creating a
user in OIM, a user can be created in FLEXCUBE by assigning a resource named FLEXCUBE_GTC.

Open the Oracle Identity Manager Administrative console. (Give the following URL in the browser:
http://<hostName>:<oimport>/identity)
Login to Administrative Console

a. Enter OIM administrator username/password and press Login.

Accessibility Help  About Oracle

ORACLE' |dentity Self Service

sign In

Sign in with your account

UseriD

xelsysadm

Password

Sign In

Forgot User Login? Forgot Password?
Mew User Registration

Track My Registration

Copyright & 2001, 2015, Oracle and/or its affiiates. Al rights reserved

Click on Users under Manage.
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Sandboxes =~ Customize xelsysadm w ===

ORACLE Identity Self Service

Home

Users Roles Organizations Administration Roles
Manage users Manage roles Manage organizations Manage admin roles

faces/home?_adf.no-new-window-redirect=true&_adf.ctrl-state=b[3xqyjoe_58& afrl 0op=8582571213358368& afriWindowMode=28& afrWindowld=12dzelvpSh#

Click on Create

Sandboxes ~ Customize xelsysadm w ===

ORACLE' dentity Self Service ® o sorice m

Home | Users x

14 Users
Search Display Name EI Q,  Advanced
Actions w  View w Edit Enable Disable Delete Lock Account Unlock Account Reset Password » »
- . 5 - Telephone . e

User Login Display Name  First Name Last Name Organization Number E-mail Identity Status  Account 51
OIMINTERMAL Internal User OIMINTERMAL OIMINTERMAL Hellerate Users Active Unlocked
WEBLOGIC ‘Weblogic User WEBLOGIC WEBLOGIC Xellerate Users Active Unlocked
KELSYSADM System Adminis_. System Administrator Hellerate Users donotreply@ora... Aclive Unlocked
< n | 3

Copyright @ 2001, 2015, Oracle and/or its affiiates. All rights reserved
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The Create User screen will get displayed.

a. Below are the mandatory fields, which needs to be entered to Create the User in Oracle Identity

Manager

Vi.
Vil.
viii.
iX.

X.

First Name

Last Name
Organization

User Type

E-mail

Display Name
User Login
Password

Confirm Password

Start Date

Note: Password & Confirm Password are not entered then System will generate some random
password & it will mailed to the email addess entered.

b. Click on Submit.

Sandboxes  Customize xelsysadm w

M Self Service

ORACLE’ Identity Self Service .

Home Users x | Create User x

Create User

&

SaveAs.. ¥  Cancel

) Request Information

4 Basic Information

First Name Mandhakumar Manager o}
Middle Name * Organization Requests o,
™ Last Name ‘Vemban ™ User Type Employee B

E-mail nandhakumarvemban@oracle.com Display Name Mandhakumar Vemban

4 Account Settings

User Login  nvemban-in

Password sesssssss [i ]

* Confirm Password sssssssss

4 Account Effective Dates

Start Date = 4/25/2016

End Date

4 Provisioning Dates

te

e

On successful creation of user "User successfully got created” message will get appeared.

ORACLE



Sandboxes  Customize xelsysadm w ===

IR AC & Identity Self Service

ﬁ Self senvce
L4 User created successfully

Home | Users x ]
4 Users
Q, | Advanced
Actions »  View w o Create Edit Enable Disable Delete Lock ount Unlock Reset Password » »
User Login Display Name  First Name Last Name Organization L?JI;%:?"E E-mail Identity Status  Account 51
OIMINTERNAL Internal User OIMINTERMAL OIMINTERNAL Xellerate Users Active Unlocked
WEBLOGIC Weblogic User WEBLOGIC WEBLOGIC Xellerate Users Active Unlocked
XELSYSADM System Adminis_.. System Administrator Xellerate Users donotreply@ora .. Active Unlocked
< n | +
Copyright ® 2001, 2015, Oracle and/or its affilates. All rights reserved
Click on Refresh to fetch the updated user list.
Sandboxes  Customize xelsysadm w ===
ORACLE Identity Self Service o
] Self Service

Home | Users x &

5 Users

Search Display Name EI Q, Advanced

Actions w  View w == Create Edit Enable Disable Delete count Unlock A Reset Password »

User Login Display Name  First Name Last Name Organization L':II:_I‘:)Z?"E E-mail Ident Refresh fount i
OIMINTERNAL Internal User OIMINTERNAL OIMINTERMAL Xellerate Users Active Unlocked
WEBLOGIC ‘Weblogic User WEBLOGIC WEBLOGIC Xellerate Users Active Unlocked
XELSYSADM System Adminis... System Administrator Xellerate Users donotreply@ora... Active Unlocked
4 1 | r

Coovright @ 2001. 2015. Oracle and/or its affiiates. All riohis reserved
Click on the User created in the step above and Click on Accounts TAB

Sandboxes Customize xelsysadm w (===

- ,

ORACLE’ dentity Self Service

Home | Users x

i Users
Search Display Name B Q, | Advanced
Acions w View v == Create " Edit Enable @ Disable 3{ Delete 5 Lock Account Unlock Account &) Reset Password » »
User Login Display Name  First Name Last Name Organization L‘:ﬁi‘;‘:"e E-mail Identity Status  Account 51
I MNVEMBAN-IN Nandhakumar V... Mandhakumar Vemban Reguests nandhakumarv... Active Unlocked I
OIMINTERNAL Internal User OIMINTERNAL OIMINTERNAL Xellerate Users Active Unlocked
WEBLOGIC Weblogic User WEBLOGIC WEBLOGIC Hellerate Users Active Unlocked
HXELSYSADM System Adminis... System Administrator Xellerate Users donotreply@ora... Active Unlocked
4 m | +

Copyright @ 2001, 2015, Oracle and/or its affiliates. All rights reserved

Wait for Time, which has been set to evaluate the user access policy in 5.1.6.2.2.15 and Click on
Refresh. Inthe Accounts TAB, User will be Provisioned with OID User Resource Type.
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ORACLE Identity Self Service

Sandboxes Customize xelsysadm w

M Self Service
Home Users x User Details : Nandhakuma... x [3
£ Nandhakumar Vemban
/" Modify Enable & Disable 3 Delete & Lock Account UnLock Account £) Resel Password
Attributes  Roles  Entitlemenis Direct Reports  Organizations  Admin Roles
Actions » View w = Reguest Accounts Modify Grant Duration Request Entitlement () Refresh {é} Resource History 5
;‘F;fhcatm" Resource Account Name  Provisioned*0fW Status Account Type Request 1D Start Date End Da
nstance
I OID User OID User MNVEMBAN-IN 4/25/2016 Provisioned Primary 4i25/2016 I
e i T ¥
Copyright @ 2001, 2015, Oracle andior its affiliates. All rights reserved
Click on Request Accounts.
Sandboxes =~ Customize xelsysadm w (===
ORACLE' Identity Self Service o
M Self Service

Home Users x UserDetails : Nandhakuma... x

4 Nandhakumar Vemban

&

/' Modify Enable © Disable 3 Delete i Lock Account UnLock Account £) Reset Password
Aftributes  Roles  Entiflements | Accounts = DirectReports  Organizations  Admin Roles
Actions »  View w Modify Grant Duration Request Entitiement () Refresh H {lf} Resource History 5
ﬁlzf:r‘::;m" Resource Account Name  Provisioned*0W Status Account Type Request ID Start Date End Da
OID User 0ID User NVEMBAN-IN 4i25/2016 Provisioned Primary 4252016

<

i

Copyright @ 2001, 2015, Oracle andior its affiiates. All rights reserved

Click on = 4dd to Cart ggainst FLEXCUBE_GTC.
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Sandboxes  Customize xelsysadm w

ORACL & Identity Self Service o corserice m

&

Home Users x UserDetails . Nandhakuma.. x = Account Access Request x

Back L Cancel Next
Add Access Che u

Search and select individual items from the Catalog tab. Sets of pre-bundled items commonly used in your organization can be selected from the Request Profiles tab.

Catalog | RequestProfiles

Search Keyword

Search

Categories SortBy Display Name B Add Selected to Cart

FLEXCUBE_GTC
V] Select All 2l
o FLEXCUBE_GTC (i} Add to Cart
Applicationinstance (2) OID User

oI User ©® + Addtocart

Copyright ® 2001, 2015, Oracle and/or its affiiates. All rights reserved

Click on Next Button

Customize nw

ORACLE |dentity Self Service ® sorf Sorvico m

[iE]

Home Users x UserDetails - Nandhakuma.. x | Account Access Request x

Back Cancel m
o Cart &
Add Access Checkout -

Search and select individual items from the Catalog tab. Sets of pre-bundled items commonly used in your organization can be selected from the Request Profiles tab.

Catalog | Request Profiles

Search Keyword
Categories SortBy Display Name B =}= Add Selected to Cart
FLEXCUBE_GTC =
SelectAll R s o Ca
Applicationinstance (2}
g}g 'li‘: 4 Add to Cart

Copyright & 2001, 2015, Oracle and/or its affiliates. All rights reserved

Following screen will appear like below:

d. Click on Details form g to edit the user details
e. Select the Home Branch, User Language, Time Level
f.  Click on Update Button

Note: In case like have a different FLEXCUBE USERID populated then it can be modified ( only
during Request Account in FLEXCUBE), do not modify any other value, which is pre-populated in this
screen.
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Sandboxes ~ Customize xelsysadm w ===
ORACL € dentity Self Service
B4 Self Service
Home Users x UserDetails : Nandhakuma.. x | Account Access Request x &
Back o} L4 Cancel Next _o
Add Access Checkout
Cart Details Submit | SaveAS.. ¥
P Request Information
4 Cart Items
Display Name
FLEXCUBE_GTC x O
FLEXCUBE_GTC
Request Details FLEXCUBE_GTC
4 Details
=1
containerlD USERLANGUAGE ENG Q
D TIMELEVEL 9 Q
objectclass STARTDATE  4/25/2016
USERID NVEMBAN-IN EMAIL nandhakumarvemban@oracle.com
USERNAME Nandhakumar Vemban LDAPUSR  cn=NVEMBAN-IN cn=Users,dc=ofss,de=
USERPASSWORD ssssss o Service Account [
HOMEBRANCH | 000 Q
Copyright © 2001, 2015, Oracle and/or its affiiates. All rights reserved
andb. Customi V w e
ORAC L& Identity Self Service
Home Users x UserDetails : Nandhakuma.. x Account Access Request x
Back O L] Cancel Next
Add Access Checkout
Cart Details
» Request Information
4 Cart Items
Display Name
FLEXCUBE_GTC x o
FLEXCUBE_GTC
Request Details FLEXCUBE_GTC Um‘lalej
4 Details
=1
’ containerip USERLANGUAGE ENG =%
D TIMELEVEL 9 Q
objectclass STARTDATE = 4/25/2016 fe
USERID NVEMBAN-IN EMAIL nandhakumarvemban@oracle.com
USERMAME Nandhakumar Vemban LDAPUSR  cn=NVEMBAN-IN,cn=Users,dc=ofss,dc=
USERPAS SWORD [ ) Service Account []
HOMEBRANCH 000 Q

Copyright @ 2001, 2015, Oracle andior its affiiates. All rights reserved

Click on Refresh in Accounts TAB.
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Sandboxes = Customize xelsysadm w

- _
“ Self Service

Home Users x User Details : Nandhakuma... x @

ORACLE Identity Self Service

£ Nandhakumar Vemban

/ Modify & Disable » Delete & Lock Account £) Reset Password

Attributes  Roles  Entitlements | Accounts = Direct Reports  Organizations  Admin Roles

Actions v View v = Request Accounts (') Refresh | 45 & @ Detach

ﬁ_'iffsélon Resource Account Name  Provisioned On  Status Account Tyge™ Request ID Start Date End Da
0ID User QID User NYVEMBAN-IN 4/25/2016 Provisioned Primary 412512018
4| mn

It will show the Requested Account and its status.

If the status is provisioned then the User is created in the Target Application.

Sandboxes  Customize xelsysadm w

-

ORACL E’ Identity Self Service

Home Users x | User Details: Nandhakuma... x

4 Nandhakumar Vemban
/ Modify & Disable 2 Delete i3 Lock Account =) Reset Password
Aftributes  Roles  Entittements | Accounts DirectReports  Organizations  Admin Roles
Actions w View w == Request Accounts () Refresh Er [ Detach
f\PPhc"D“ R A t Name  Provisi d On Status Account Type Request ID Start Date End Da
nstance
I FLEXCUBE_GTC FLEXCUBE_GTC 24 412512016 Provisioned Primary 412512016 I
OID User 0OID User NVEMBAMN-IN 4/25/2016 Provisioned Primary 4/25/2016
< 1L

Copyright ® 2001, 2015, Oracle and/or its affiliates. All rights reserved

6.1.2 Modifying a user in FCUBS through OIM

Navigate to the Accounts TAB>>Select FLEXCUBE_GTC >> Click on Modify Accounts.

a. After successful provisioning User Details like User Name, User Password, Time Level, User
Language and Home Branch can be modified.

b. Email, LDAP User, Start Date should not be modified.

ORACLE



ORACLE Identity Self Service

Home Users x User Details : Nandhakuma... x

4 Nandhakumar Vemban

# Modify Enable & Disable ¥ Delete

Attributes  Roles  Entitements = Accounts  Direct Reports

£ Lock Account

Sandboxes =~ Customize xelsysadm w ===

-

&

%) Reset Password

Admin Roles

Actions v View w + Request Accounts dify Accounts /" Wodify Grant Duration x Remove Accounts Make Primary » »

Application

s Resource Account Name  Provisioned On  Status Account Type Request ID Start Date End Da
I FLEXCUBE_GTC FLEXCUBE_GTC 524 Provisioned Primary 41252016 I
OID User 0ID User NVEMBAN-IN Provisioned Primary 412512016

<

. ]

The following screen is displayed.

a. Modify the data (Any/All of User Name, User Password, Time Level, Home Branch and User

Language).
b. Click on Update Button.

c. Click on Submit.

ORACLE’ Identity Self Service

Home Users x UserDetails: Mandhakuma.. x = Modify Account x

Modify Account

4 Target Users
Name

MNandhakumar Vemban [i]

4 Cart tems
Display Name

o Z4@FLEXCUBE_GTC
FLEXCUBE_GTC

Request Details 24@FLEXCUBE_GTC

7’ 4 Edit Account details
containeriD
D
objeciclass
USERID NVEMBANIN
USERNAME  Manghakumar vemban

USERPASSWORD ssssss

Sandboxes Customize xelsysadm w ===

- _
. seif senice

Save As.. ¥

» Request Information

HOMEBRANCH 000 Q
USERLANGUAGE ENG Q
TIMELEVEL 7 Q

STARTDATE  4/25/2016 E"g
EMAIL nandhakumarvemban@oracle.com

LDAPUSR  cn=NVEMBAN-IM cn=Users dc=ofss,dc=

Navigate to the Accounts >> Select FLEXCUBE_GTC >> Resource History
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ORACL &' Identity Self Service

Sandboxes

Customize xelsysadm w

-
L Seif sernice m

Home Users x User Details : Nandhakuma... x ]
&4 Nandhakumar Vemban
# Modify @ Disable 2 Delete @ Lock Account =) Reset Password
Aftributes  Roles  Enftilements = Accounts | DirectReports  Organizations  Admin Roles
Actions w  View w == Request Accounts # Modify Accounts /" Modify Grant Duration 3¢ Remove Accounts » »

Application o

Name P d On Status Account Type Request | = Request Entitlement p 4 py
Instance
FLEXCUBE_CGTC FLEXCUBE_CTC 24 4i25/2016 Provisioned Primary
OID User QID User NVEMBAN-IN 4125/2016 Provisioned Primary

q

FLEXCUBE_GTC

Name

Display Name
Type

Category
Description
Audit Objective

Risk Level

.

Detail Information ) Refresh

| 48% Resource Histos

FLEXCUBE_GTC

FLEXCUBE_GTC

Applicationinstance

Applicationinstance

FLEXCUBE_GTC

Low Risk

d & Disable

User Defined Tags

Approver User

The following screen is displayed.

a. Based on the modification done it will show the individual field change status (In case of more than
one field like User Name, User Password changes it will show USERNAME Updated,
HOMEBRANCH Updated etc.).

User Detail »> Resource Profile = > Resource Provisioning Details

The following are the provisioning tasks for the resource. You can also enable, disable, or revoke this resource from the user.

FLEXCUBE_GTC provisioning details for Nandhakumar Vemban[NVEMBAN-IN]

Results 1-4 of 4 First | Previous | Next | Last

Retry
Task Name Task Status Date Assigned Assigned To &
TIMELEVEL Updated Completed April 25, 2016 8. System Administrator [XELSYSADM]
Create User Completed April 25, 2016 £ System Administrator [XELSYSADM]
System Validation Completed April 25, 2016 8. System Administrator [XELSYSADM]

Retry

First | Previous | Mext | Last

Exit Add Task

6.1.3 Disable/Remove Accounts in FCUBS through OIM

There is a slight difference between Disable and Remove Accounts option. If the account disabled then
the same account can be enabled using the Enable option. If the account is Removed then the account
cannot be enabled through OIM. But in FCUBS, both Disable and Remove option will close the existing
user record.
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Remove Accounts will show the Last Known Status

Accounts>>Select FLEXCUBE_GTC >>Click on Disable/Remove Accounts

Sandboxes Customize xelsysadm w ===

o ,
e self Service

Home Users x User Details : Nandhakuma... x E

ORACLE' |dentity Self Service

&4 Nandhakumar Vemban
/ Modify Enable © Disable % Delete & Lock Account UnLock Account ) Reset Password

Aftributes  Roles  Entitlements | Accounts DirectReports  Organizations  Admin Roles

Actions w  View w =}= Request Accounts /' Modify Accounts /" Modify Grant Duration || 3{ Remove Accounts ake Primary » »

f:“;:’;'r“:::”" Resource Account Name  Provisioned On | Status Account Type  Request| “ RequestEntilement g4,
FLEXCUBE_GTC FLEXCUBE_GTC 24 4/25/2016 Provisioned Primary ble
OID User 0OID User NVEMBAN-IN 4/25/2016 Provisioned Primary

< i I"e oanie I '

FLEXCUBE_GTC  Detail Information ) Refresh

455 Resource History
Name FLEXCUBE_GTC

Display Name ~FLEXCUBE_GTC
Type Applicationinstance
Category Applicationinstance

Description FLEXCUBE_GTC

Audit Objective

Disable Confirmation Screen will get displayed
b. Click on Submit.

Sandboxes ~ Customize xelsysadm w ===

- ,

Home Users x UserDetails : Nandhakuma... x = Disable Accounts x E

Disable Accounts SaveAs.. ¥

4 Target Users

ORACLE |dentity Self Service

) Request Information

Name

Nandhakumar Vemban (i ]

4 cart tems
Display Name

® 24@FLEXCUBE_GTC X o
FLEXCUBE_GTC

Copyright @ 2001, 2015, Oracle and/or its affiliates. All rights reserved

Go to Accounts Tab and Click on Refresh.

a. On successful processing, it will display the FLEXCUBE_GTC status as Disabled.
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Sandboxes ~ Customize xelsysadm w ===
ORACL E’ Identity Self Service

o ,
L Self service m

Home Users x User Details : Nandhakuma... x

=
4 Nandhakumar Vemban
/' Modify Enable @ Disable > Delete £ Lock Account UnLock =) Reset Password
Afributes  Roles  Entitiements | Accounts | DirectReports  Organizations  Admin Roles
Actions w View w < RequestAccounts ' Modify Accounts  # Modify Grant Duration 3¢ Remove Accounts take Primary »  »
Application A t Name  Provisi On  Status Account Type  Request ID Start Date End Da
FLEXCUBE_GTC FLEXCUBE_GTC 24 41252016 Disabled Primary 4125/2016 I
O Ueer DD User TIVETE AT TICCIZ0TE Proneenca Prmany tii ey
<« I

FLEXCUBE_GTC | Detail Information

Name FLEXCUBE_GTC

Display Name FLEXCUBE_GTC

6.1.4 Enabling a Disabled user in FCUBS through OIM

Accounts>>Select FLEXCUBE_GTC >>Click on Enable

Sandboxes Customize xelsysadm w ===
ORACL €’ Identity Self Service

] Self Service Man
Home Users x | User Details : Nandhakuma... x B
4 Nandhakumar Vemban
/ Modify Enable & Disable > Delete 3 Lock Account ) Reset Password
Altributes  Roles  Entitltements | Accounts | DirectReports  Organizations  Admin Roles
Actions w View w =} Request Accounts /" Modify Accounts # Modify Grant Duration 3¢ Remove Accounts lake Primary ¥ »
Apphcation R A t Name Provisioned On  Status Account Type  Request | + RequestEntitlement g py
Instance
FLEXCUBE_GTC FLEXCUBE GTC 24 4125/2016 Disabled Primary
0OID User OID User NVEMBAN-IN 4/25/2016 Provisioned Primary
3| m Disable L
FLEXCUBE_GTC | Detail Information ) Refresh
6% Resource History
Name FLEXCUBE_GTC
Reset Password
Display Name FLEXCUBE_GTC

Type Applicationinstance

Enable Confirmation Screen will get displayed and Click on Submit
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Sandboxes Customize xelsysadm w

ORACLE Identity Self Service S —

=

Home Users x UserDetails : Nandhakuma.. x = Enable Accounts x
Enable Accounts | savens.. v

4 Target Users } Request Information

Name

MNandhakumar Vemban (i]

4 cart ltems
Display Name

) 24@FLEXCUBE_GTC X 0
FLEXCUBE_GTC

Copyright ® 2001, 2015, Oracle andior its affiliates. All rights reserved

Go to Accounts TAB and Click on Refresh.
a. On successful processing, it will display the FLEXCUBE_GTC status as Enabled.

Sandboxes ~ Customize xelsysadm w

ORACL E’ Identity Self Service —

[V}
Home Users x User Details : Nandhakuma... x @
£ Nandhakumar Vemban
/' Modify @ Disable 3 Delete & Lock Account £) Reset Password
Aftributes  Roles  Entitlements = Accounts = DirectReports  Organizations  Admin Roles
Actions w  View w =}= Request Accounts /" Modify Accounts # Modify Grant Duration 2 Remove Accounts » >
(e R A Name Provisioned On  Status Account Type  Request ID Start Date End Da
nstance
I FLEXCUBE_GTC FLEXCUBE_GTC 24 4i25i2016 Enabled Primary 42512016 I
e T T
OID User OID User NVEMBAN-IN 4i25i2016 Provisioned Primary 42512016

< e ] ,

FLEXCUBE_GTC = Detail Information

Name FLEXCUBE_GTC

6.1.5 Running Reconciliation in OIM

Copy the reconciliation staging file that is created by function id SMBOIMHF as EOD day activity to the
OIM server’s staging directory.

Login to OIM Admin Console and Click on Scheduler under System Management.
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ORACLE’ Identity System Administration
& Organization B
i Role
@ catalog

4 system Configuration

& Home Organization Policy
[ Self Senice Capabilities
@8 Lookups
[£5 Role Categories

[E3 scheduler

L Notification

4% configuration Properties

I

(&) Import

&) Export

4 Upgrade
&) Upgrade User Form

&8 Upgrade Role Form

& Upgrade Organization Form

) —— r

Accessibilty  Sandboxes  Help  Sign Out

Under System Management tab and search for FLEXCUBE_GTC Scheduled Job by clicking Search

Button.

ORACLE' Identity System Administration

Hep O

Event Management Policies System Management

E Notification | System Configuration

Search Scheduled Jobs

Advanced Search

Actions = View | 7 X

Mo search conducted.

Welcome

' Welcome to Identity System Administration

Event Management

[ Search Recondiiation Events

Policies

[‘% [&] search Approval Policies

System Management

[&l search Scheduled Jobs

[&] Search Notification Templates
[& 5earch System Properties

If the job is scheduled periodically, based on the frequency and scheduled time, system will

automatically process the reconciliation. If it not scheduled, user can manually initiate the

reconciliation process by clicking the Run Now button.

After running the process, click Refresh button to view the status of the initiated job. The job history

section available in the screen will show whether the job is in progress or it is completed.
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B L I L pa——

| o ., Ge— |

| oot | Srcem Contprsion
wekome
Welcome to Identity System Administration

Event Management
‘Search Recanchation Events

System Management

8 sewrnmotcaton Tampistes

& search systom propartes

Stoped

[T Job Details
Job Details : FLEXCUBE_GTC
Job Information
3ob Neme FLEXCUBE_GTC
Task FLENCUBE_GTC
* Start Date | January 1, 1970 5:30:00 AM (£ (UTC+05:30) Calauitta - India Time (IT)
*Retries 0
Job Periodic Settings
Run every 1
days[=]
Job Status
Current Status. Stopped
LastRun Stert April 25, 2016 5:35:15 PMIST
LastRunEnd April 25, 2016 5:35:16 PM IST
Next Scheduied Run
Parameters
Connector Name [ FLEXCUBE
ITResource [FLEXCUBE_GTC

ORACLE’ Identity System Administration

= Indicates required fields.

Run the job now

) Periodic
©cron

ShedieType o) & L
") No predefined schedule

[ [
Search Scheduled Jobs Weonee hab Detatls
/| Job Details : FLEXCUBE_GTC

Advanced Sesch

<] sohiermation
s vne. RECLEE GTC
e e
ey 1, 157053303 8 B (40530 okt - o o )
B
30b pertdic ettings

vy 1

Jab Status
[or—
apr 25, 2016 se3s S PR ST
i 25, 2016 5:35036 P 15T
Pacameters
Connector Hame [FLEVCLBE
Miesource [FUEXCUBE_GTC
o Histary

Actors v Vew=  Shon e

T ——
DSy PustEn... Siopped
DA e Pt En

e

]

Ay | Runtiow | S Enatie | Dusbie | Rebush

® peroie
Sehedde Tyoe

1 e detoed wcheckis
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To Check the Status of Reconciliation Process, Click on Event Management Tab and Click the Search
button and Click on the Latest Event ID. The screen will show the reconciliation data and the user ID

matched for the

reconciliation.

ORACLE' Identity System Administration

Avaced Seach

[T, Poices  System Management
Search Reconcilation Events Welcome. Jab Dctads fvent Detads: 1D 1

setes |

fveat

Unked To

4By e Bused ey

notes.

(RO Hatched Accounts Y Matched Users \ _History

In the Event details screen

Check the Status: If it is “Update Succeeded” then it means the reconciliation process was able to find a
matching user. It also shows the reconciliation data that has been affected.

If the Liked User is “Not Licked to any user” then it means the reconciliation process was not able to find
a matching user.

Event Management

ORACLE Identity System Administration

Policies

System Management

Search Recondiliation Events Welcome Event Details: ID 1 _Job Details Event Details: ID 21
EY] Resvauate Event | Close Event | AdHoclink | Refresh |
Advanced Search
Event
Actors ~ View > | @, i EventD 21 Dateand Time  August 26, 2014 3:02:46 PM 15T
EventlD W [Profile Name Key Fields Current Status No User Match Found JobID 4443
21 FLEXCUBE_GTC VKUMAR Entity Account Resource Name FLEXCUBE_GTC
1 FLEXCUBE_GTC ANDY12 Type Changelog Profile Name FLEXCUBE_GTC
Key Fields VKUMAR Modifier ID Internal User
Action Date Action Date not specified Retry Count 5
Linked To

ILlnkEdUsEr Not linked to any user I Linked By

Link=ArREre
Account Description

Notes

Notes

Reconciliation Data Matched Accounts Matched Users History

View +

Attribute Name Attribute Value OIM Mapped Field

IT Resource2 4 IT Resource2 Lists all event data
USERLANGUAGE ENG USERLANGUAGE

USERMAME Anand R USERNAME
"TIMELEVEL 9 TIMELEVEL
HOMEBRANCH FMG HOMEBRANCH
STARTDATE April 8, 2014 12:0... STARTDATE
USERID VKUMAR USERID
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1 Oracle Identity Manager Document.
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8. Appendix

8.1 Data Source Creation

1. Open the application server console in the browser by typing Console URL of Weblogic application
server

http://<hostname>:<port>/console/

2. Login to Administrative Console

3. Enter Weblogic administrator username/password and press Login.

ORACLE
WebLogic Server® 11g

Administration Console

Welcome

Log in to work with the WebLogic Server domain

weblogic

ORACLE



4. Expand Services and click on Data Sources as shown in below screen:

ORACLE Weblogie Server® Aammaiaton Gonsae 0000 O

Change Center @) Home Log Out Preferences Help Q Welcome, weblogic ‘ Connected to: IDMDomain
e T eee rael e T Home =Summary of JDBC Data Sources
Click the Lock & Edit button to modify, add or Summary of JDBC Data Sources

delete items in this domain.
Configuration | Monitoring
Lock & Edit

Release Configurati
= A IDBC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC connections. Applications can look up & data source on the JNDI tree and then

borrow a database connection from a data source.

Domain Structure

This page summarizes the JDBC data source objects that have been created in this domain.
IDMDomain =

eployments [ Customize this table
==

Data Sources (Filtered - More Columns Exist)

ersistent Stores
oreign JNDI Providers
Work Contexts New - | | Delete Showing 1to 10 0f 19 Previous | Next

Click the Lock & Editbutton in the Change Center t actvate al the buttons on this page.

ML Entity Caches Hame & Type JNDT Name Targets
jCOM
i sessons EDNDataSource Generic jdbe/EDNDataSaurce soa_serverl
LFiaTa < EDNLocalTxDataSource Generic jdbe/EDNLocalTxDataSource soa_serverl
How do I.. = fcjDevDs Generic jdbe/fciDevDs Applications
o Create IDBC generic data sources fojdevDS11 Generic jdbe/fcidevDs11 Applications
® Creats JDBC GridLink data sources fejdevD5120 Generic Jdbe/fejdevDs 120 Applications
« Create JDBC multi data sources FCUBS Generic jdbeffcidevDs AdminServer, Applications
* Delete JDEC data sources FCUBS 120 XA Generic jdbe/feidevDS120 XA Applications
* Delete JDBC multi data sources FCUBSScheduler Generic jdbefejSchedulerDs Applications
jdbc/registryDs Generic jdbc/registryDs wis_ods1, wls_oif1, osr_server1
System Status = befregstry e fregstryD: ok d
mes-oim Generic jdbe/mds/MDS_REPOS oim_serveri
Health of Running Servers
New v | | Delete Showing 1to 100f 19 Previous | Next

[ Faled®
[ citcal@
[ overloaded (0)
[ waming@
(5

5. Click on Lock & Edit as shown below.

ORACLE Weblogie Server® Aamiisraton Consae E— 00000 O

Change Center @) Home Log Out Preferences Help Q Welcome, weblogic ‘ Connected to: TDMDomain
View changes and restarts Home = Summary of JDBC Data Sources
Click the Lock & Edit button to modify, add or Summary of JDBC Data Sources
delete items in this domain.
[ Hon | Monitoring
| Lock & Edi |

Release Configurati
= A IDBC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC connections. Applications can look up & data source on the JNDI tree and then

borrow a database connection from a data source.

Domain Structure
This page summarizes the JDBC data source objects that have been created in this domain

IDMDomain il
vironment
Depl_wvmenls B Customize this table

rvices

“Messaging L Data Sources (Filtered - More Columns Exist)

--Data Sources

ersistent Stores Click the Lock & Editbutton in the Change Center to activate all the buttons on this page.
oreign JNDI Providers

~-iork Contexts New~ | | Delete Showing 1 to 100 19 Previous | Next

--XML Registries -

~-XML Entity Caches Hame &5 Type INDI Name Targets

--JCOM ;

el Sessions EDNDataSource Generic jdbe/EDNDataSource soa_server 1

FileT3 S EDNLocaTxDataSource Generic jdbe /EDNLocalTxDataSource s03_serverl
How do L. = fiDevDs Generic jdbe/fejDevDSs Applications
« Creste JDBC gereric date sources fjdevDS 11 Generic jdbe/fejdevDs11 Applications
« Create JDBC Gridink data sources fjdevDS120 Generic jdbc/feidevDs120 Applications
* Create JDBC multi data sources FCUBS Generic jdbe/fcjdevDs AdminServer, Applications
® Delete JDBC data sources FCUBS120_XA Generic jdbe/feidevDs 120 XA Applications
® Delete DBC multi data sources FCUBSScheduler Generic jdbe/feiSchedulerDS Appiications

jdbejregistryDs Generic jdbejregistryDS wis_ods1, wls_oif1, osr_server1
System Status a
mds-oim Generic jdbc/mds/MDS_REPOS oim_serverl
Health of Running Servers
New ~ | [ Delete Showing 1 to 100f 19 Previous | Next

[ Faled(@)
[ critical (0)
[ Overloaded (0)
[ waming@
[ )
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6. Expand New and click on Generic Data Source.

Change Center

View changes and restarts

Mo pending changes exist. Click the Release
Configuration button to allow others to edit the
domain

Lock & Edit

Release Configuration

Domain Structure

-Messaging

~Data Sources
~-Persistent Stores
~Fareign JNDI Providers
~-Work Contexts

~-¥ML Entity Caches
—jcom

| rMail Sessions
—_File T3

IDMDomain -

I

XML Registries |

» Create JDBC generic data sources
* Create JDBC Gridlink data sources
® Create JDBC multi data sources

® Delete JDBC data sources

'« Delete JDBC multi data sources

Howdo L.. =]

ORACLE Weblogic Server® Administration Console

@) Home Log Out Preferences Record Help

Home =Summary of JDBC Data Sources
Summary of JDBC Data Sources

Configuration | Monitoring

A JDBC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC connections. Applications can look up @ data source on the JNDI tree and then
borrow a database connection from a data source.

This page summarizes the JDBC data source objects that have been created in this domain.

| Customize this table

Data Sources (Filtered - More Columns Exist)

Delete

Welcome, weblogic | Connected to; IDMDomain

Showing 1to 10 of 19 Previous | Next

iGeneric Data Source

Type INDI Name Targets

GridLink Data Source Generic jdbe/EDNDataSource soa_serverl

MuitiData Source  J Generic jdbc/EDNLocaTxDataSource soa_serverl

[ | fiDevDs Generic jdbeffciDevDs Applications

[ | fjdevps 11 Generic jobe/fjdevDs11 Applications

[ | fejdevDs 120 Generic jobe/fejdevDs120 Applications

[0 | Feuss Generic jdbe/fjdevDs Adminserver, Applications
[ |FouBs120_xa Generic jobe/fcjdevDS120_XA Applications

[T | FcuBsscheduler Generic jdbeffciSchedulerDs Applications

[ | jdbefregistryDs Generic jobe/registryDS wls_ods1, wls_oif1, osr_server1
[E] | mds—cim Generic jobe/mds MDS_REPOS oim_serverl

Health of Running Servers

[ Faed@
[ citcal@
[ Overloaded (0)
[ waming@
[

System Status =]

New v Delete

Showing 1to 10 of 19 Previous | Next

The following screen will get displayed.

Enter the Data Source Name and JNDI Name as mentioned in the <FCUBS Release

Name>\ADAPTERS\OIM\FCUBSLOVAdService\config\lookup_prop.xml

FCUBS_CON_POOLNAME.

For example value of the key FCUBS_CON_POOLNAME is OIM then:

Name
JNDI Name

Database Type

OIM
jdbc/OIM

Oracle

- value of the key

ORACLE



ORACLE WebLogic Server® Administration Console

Change Center @) Home Log Out Preferences [&] Record Help Q

S S, Hame »Summary of JDBC Data Sourcas
No pending changes exist. Click the Release
Configuration butten to allow others to edit the
domain. Bsck | | Nex | |[Finish | | [ Cancel

Lock & Edt

Create a New JDBC Data Source

IDBC Data Source Properties

Release Configuration
L focase omigweton | The fallowing properties wil be used to identify your new JDBC data source.,

. = Indicates required ficlds
Domain Structure

What wouid you like to name your new JDBC data source?

vices 45 Name: oM

<1
g
&
&
B
i

y ‘ 2
[ porastont tores What INDI name would you lie 1o assign to your new JDBC Data Source

~Forsign JNDI Providers
~-Wark Contexts

XML Registries -
L Entity Caches

oM

45 DT Name:
Jdbc/0IM

~Mail Sessians
File T2

How do L. =

* Create JDBC generic data sources What database type would you like to select?

« Create LLR-enabled JDBC data sources

Database Type:

Back | Firish | || Cancel

Oracle [=]

System Status =l

Health of Running Servers

Failed (0)

Welcome, weblogic | Connected to: 1DMDomain

I critcal@
[ Overloaded (@
I wEmeo
o

The following screen will get displayed. Select Database Driver as Oracle’s Driver (Thin) for Instance

connections: Versions 9.0.1 and later. Click on Next.

ORACLE WeblLogic Server® Administration Console

Change Center @} Home Log Out Preferences 5] Record Help Q

e i TS Home =Summary of IDBC Data Sources

Mo pending changes exist. Click the Release
Configuration buton to allw athers to edit the
domain, Back | | Net ‘ Fiish |Can=e4

Lock & Edit

Create a New JDBC Data Source

JDBC Data Source Properties

Release Configuration
L “eessiomgmn “The following properties willbe used to identify your new TDEC data source.

Domain Structure

IDMDomain - Database Type: Oracke
EH-Environment
--Deployments

[Services

[H-Messaging

~Data Sources
~Persistent Stores
~Foreign JNDI Providers
~Wark Contexts

~¥ML Registries =

Database Driver: *Oracle's Driver (Thin} for Instance connections: Veersions:9.0.1 and later

m

Finish Cancel

Wihat database driver would you like to use to create database connections? Note: * indicates that the driver is explicitly supported by Orade WebLogic Server,

[

Welcome, weblogic | Connected to: IDMDomain

—-XML Entity Caches
—jCOM

~Mail Sessions
--File T2

How do L.. =]

* Create JDBC generic data sources
*® Create LLR-enabled JDBC data sources

System Status =]

Health of Running Servers

[ Fale@
[ cital@®
[ Overloaded (0)
| waming(@
I o)

We get the following screen in which un-check Supports Global Transactions and click on Next.
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Y WP ————— T T

Change Center @l Home Log Out Preferences [&] Record Help Q Welcom!:weblﬂgicll:onne:bed to: IDMDomain
View changes and restarts Hore > Summary of JDBC Data Sources
Mo pending changes exist. Click the Release Create a New JDBC Data Source
Configuration button to allow others to edit the
domain, Back | | Neat | |[[Firish | || Cancel
Lock & Edt

Transaction Options

Release Configuration
You have selected non-XA JDBC driver to create database connection in your new data source.
Domain Structure Does this data source support global transactions? If yes, please choose the transaction protocol for this data source.
IDMDomain -
Environment B
Deployments
Services Select this option if you want to enable non-XA JDEC connections from the data source to participate in global transactions using the Logging L. {LLR) transaction opti R
-Messaging in place of Emulate Two-Phase Commit
~Data Sources £
‘—Persistent Stores Logging Last Resource
~Foreign JNDI Providers
—Work Contexts Select this option if you want to enable non-XA JDBC connections from the data source to emulate participation in global transactions using JTA. Select this option only if your application can tolerate
XML Registries — heuristic conditions.
XML Entity Caches
—jCOM Emulate Two-Phase Commit
~Mal Sessions
Fi= T3 =

Select this option if you want to enable non-XA JDBC connections from the data source to participate in global transactions using the one-phase commit transaction processing, With this option, no other
resources can participate in the global transaction.
How do L. a

* Create JDBC generic data sources © One-Phase Commit

* Create LLR-enabled JDBC data sources
Back

Finish Cancel

System Status =]

Health of Running Servers

[ Fhled(®
[ criteal ()
[ Overloaded (0)
[ Waming(@
I (5

The following screen will get displayed. Enter the Database Name, Host Name, Port, Database User
Name, Password and Confirm Password. Click on Next.

ORACLE Weblogie Server® Aamimmtaion Goreets s 00 o

Change Center & Home LogOut Preferences Record Help Q Welcome, weblogic ‘ Connected to: IDMDomain
o et Home >Summary of JDBC Data Sources
Mo pending changes exist. Click the Release Create a New JDBC Data Source
Configuration button to allow others to edit the
domain. Back | | Nest | || Firish | | | Concel
Lock & Edit

Connection Properties

Release Configuration
Define Connection Properties.

Domain Structure What s the name of the database you would lie to connect to?

IDMDomain o
— — 1
Deployments

What s the name or [P address of the database server?
-Messaging

~Data Sources Host Name:
—Persistent Stores
~Foreign JNDI Providers

--Work Contexts What s the port on the database server used to connect to the database?
XML Registries —

~-XML Entity Caches Port: 1521
—jcoM

—Mail Sessions
—Fil= T3

oot ° Prtmbase ser iome: :

® Create JDBC generic dats sources

I

~ What database account user name do you want to use to areate database connections?

What is the database account password to use to create database connections?
* Create LLR-enabled JDBC dats sources

Fassword: :
System Status =]
Heaith of Running Servers Confirm Password: :

I Faledm)
[ cital®@ Bl
[ Overloaded (0)
[ Wamne@
o

| [ Finish | || Cancel

The following screen will get displayed. Click on ‘Test Configuration’.

It will display “Connection test succeeded” as shown below. If it is not getting displayed then verify the
correctness of all data source properties entered. Click on Finish button.

ORACLE



ORACLE Weblogic Serv,

Change Center
View changes and restarts
Mo pending changes exist, Click the R

Configuration butten to allaw others to edit the
domain.

Lock & Edit

Rel=ass Configuration

Domain Structure
IDMDomain -
B-Enviranment

Messaging
Data Sources
Persistent Stores
Foreign JNDI Providers
Wierk Contesxts

XML RegistTies

XML Entity Caches
icom

Mail Sessions

| leFimTy

How do L. =

= Create JDBC generic data sources
= Create LLR-enabled JDBC data source

System Status =

Hesith f Running Servers

I Failed (0)

I Critical @

[ Guerlaaded (0)
I Warnina @

I O (%)

[=
@ Home Log Out Preferences

P——— e e s Eatas

Home »Summary of IDBC Data Sources

Flessages

Create a Hew JDBC Data Source

el L seee | Lties | [ ] L e

Test Database Connection

Test the database availabilty and the cannection proper ties you provided.

What 15 the full package name of JDBC drivar dass used 10 craats database COPNBCIENS in thi ConNEction paol?

Driver Class Hame: oracle jdbe OracleDriv

What is the URL of the database to connect to? The format of the URL varies by JDBC driver,

uRL: jdbeoracle thin:@10.1¢

What database account user name do you want to use to create datsbase connections?
Database User Name:

DAYD114

What s the database account password to use to create database connections?

Password:

Confirm Password:

What are the properties to pass to the JDBC driver when creating datab

Properties:
ser=DAY0114

The set of driver properties whose values are derived st runtime from the namad system property.

The following screen will get displayed. Click on Activate Changes.

Change Center
View changes and restarts

Pending changes exist. They must be activated
to take effect,

ORACLE WeblLogic Server® Administration Console

&) Home Log Out Preferences Welcome, wehlﬂ!lichunnEcbed to: IDMDomain

Record Help QU

Home >Summary of IDEC Data Sources

Summary of JDBC Data Sources

«” Activats Changes

Undo Al Changes

Domain Structure

[ ion | Monitoring

A JDBC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC connections. Applications can look up a data source on the JNDI tree and then
borrow a database connection from a data source.

This page summarizes the JDBC data source objects that have been created in this domain

Health of Running Servers

[ Fakd
[ citel@
[ overloaded (0)
[ waming@
I o)

IDMDomain =
Environment
Deployments [ Customize this table
rices
-Messaging L Data Sources (Filtered - More Columns Exist)
-Data Sources =
~Persistent Stores New~ | [ Delete Showing 1o 10 0f 20 Previous | Next
~Foreign JNDI Providers —
~Work Contexts ]| name & Type JNDI Name Targets
XML Registries — .
XML Entity Caches [ | EDMDataSouUrce Generic jdbc/EDNDataSource sos_serveri
-JCOM ] |EDMLocaITxDataSouUrce Generic jdbec/EDNLocalTxDataSource soa_serverl
~Mail Sessions
- [0 | fapevos Generic jdbe/feiDevns Applications
= [ | foidevDs 11 Generic jdbe/fidevDS11 Applications
[ | fjdevDs 120 Generic jdbeffcjdevDS 120 Applications
s Create JDBC generic data sources
[ |Fcuss Generic jdbe/fojdevDs Adminserver, Applications
* Create JDBC Gridlink data sources
« Create JDBC multi data sources [71] |FeuBs120_xa Generic jdbe/feidevDS120 XA Applications
« Delet= JDBC dsta sources [T | FcuBsScheduler Generic jdbe/fcjSchedulerDS Applications
* Delets JDBC mult data sources [ |sdbe/registryDs Generic jdbefregistryDs wis_ods1, wis_oif1, osr_server1
[7] | mds—oim Generic Jdbe/mds/MDS_REPOS oim_serverl
S Stats a
e e New | [ Delete
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